Risk Management Evaluation Plan   

Name: _____________________________________________________

Organization (ESC Two Letter Affiliation): ___________________________

Project Name: _______________________________________________

Role in your organization: _____________________________________
Name of Risk Process: ________________________________________
If your organization (e.g. ESC) or your project has implemented a risk management process, this survey can help you decide how well the process meets the CMMI goals and specific practices.  

The first part of the survey deals with specific goals (SG) and their associated specific practices (SP).  Your process must meet all of these specific goals and practices (a “Yes” answer with supporting evidence) to achieve any process capability level above 0. 

The second part of the survey deals with generic goals (GG) and their associated generic practices (GP) for capability levels 1 (Performed) through 5 (Optimizing).  If you have not met the complete set of Generic Goal 1 generic practices (a “Yes” answer with supporting evidence), your capability level is 0 – (Incomplete).  The extent to which your process meets these generic goals and practices indicates the level of process capability from 1 (Performed) through 5 (Optimizing).  

[image: image1.emf]A “satisfactory” process would meet all of the specific goals and practices (a “Yes” answer with supporting evidence) and all of the generic goals through level 3 (i.e., GG 1, GG 2, and GG 3) and their associated generic practices (a “Yes” answer with supporting evidence).
SG 1
Prepare for Risk Management: Preparation for risk management is conducted.

SP 1.1
Determine Risk Sources and Categories: Determine risk sources and categories.

	Question
	Response (Check Yes, No, or Partially 

and any evidence that supports the answer)

	Do you have an approach to determining risk sources and categories?  (Process Step 2 Action 4)
	· Yes  


· No

· Partially

	If yes, what are the indicators that risk sources have been identified and categorized?
	Examples of Evidence
 Risk source lists (technology, environment, non-technical, etc)
 Risk category lists by life cycle phase (COTS, integration, schedule, requirements, deployment, operations, etc.)
 Risk taxonomies (SEI, OSS&E, WBS, C4ISP, lessons learned, etc.)

· Use of Affinity Diagrams for categorizing risks
 Other (Specify) ________________________


SP 1.2
Define Risk Parameters: Define the parameters used to analyze and classify risks, and the parameters used to control the risk management effort.

	Question
	Response (Check Yes, No, or Partially 

and any evidence that supports the answer)

	Do you have an approach to defining the parameters used to analyze and classify risks, and the parameters used to control the risk management effort? (Process Step 3 Actions  1, 2, and 3)
	· Yes  


· No

· Partially

	If yes, what are the indicators for the existence of parameters used to categorize risks?
	Examples of Evidence
 Defined criteria for evaluating risk likelihood, risk consequences, and severity levels
 Definitions of thresholds for risks identified
 Definition of bounds that define the extent the thresholds are applied (What are the lower likelihood, consequence, and severity cutoff levels?)
 Other (Specify) ________________________


SP 1.3
Establish a Risk Management Strategy: Establish and maintain the strategy and methods to be used for risk management.

	Question
	Response (Check Yes, No, or Partially 

and any evidence that supports the answer)

	Have you established and are you maintaining a strategy and a set of methods to be used for risk management? (Process Step 1 Action 4 and Step 6 Action 1)
	· Yes  


· No

· Partially

	If yes, what are the indicators of risk management strategies?  (Look for a plan describing overall risk management strategy including scope of the effort, project-specific sources of risks, classification of risks, thresholds, risk mitigation techniques to be used, risk measures determining risk status, etc.)
	Examples of Evidence
  Documented risk management plan including:

· Scope of effort

· Methods and tools

· Sources and categories of risk

· Organization and classification of risk

· Risk mitigation techniques
  Other (Specify) ________________________

	If yes, what are the indicators that risk management is planned?
	Examples of Evidence
· Risk management plan or references to it
  Other (Specify) ________________________

	If yes, what are the indicators that risk management strategy is maintained?
	Examples of Evidence
· Risk management plan revisions

· Other (Specify) ________________________


SG 2
Identify and Analyze Risks: Risks are identified and analyzed to determine their relative importance.
SP 2.1
Identify Risks: Identify and document the risks.

	Question
	Response (Check Yes, No, or Partially 

and any evidence that supports the answer)

	Do you identify and document the risks? 
(Process Step 2 Actions 3 and 5)
	· Yes  


· No

· Partially

	If yes, what are the indicators that risks are identified and documented?
	Examples of Evidence
  Lists or database of identified risks
  Other (Specify) ________________________


SP 2.2
Evaluate, Classify, and Prioritize Risks: Evaluate and classify each identified risk using the defined risk categories and parameters, and determine its relative priority.

	Question
	Response (Check Yes, No, or Partially 

and any evidence that supports the answer)

	Do you evaluate and classify each identified risk using the defined risk categories and parameters, and determine its relative priority? (Process Step 3 Actions 1, 2, 3 and 5)
	· Yes  


· No

· Partially

	If yes, what are the indicators that risks are assigned relative importance?
	Examples of Evidence
· Assessment of likelihood of risks

· Meeting minutes

· Lists of risks and consequences assigned to each

· Prioritized list of risks based on parameters and categories defined in the risk management plan

· Documented risks and rating of parameter values assigned to each

· Documented list of risks with actual assigned priorities

· Other (Specify)________________________


SG 3
Mitigate Risks: Risks are handled and mitigated, where appropriate, to reduce adverse impact on achieving objectives.

SP 3.1
Develop Risk Mitigation Plans: Develop a risk mitigation (handling) plan for the most important risks to the project, as defined by the risk management strategy.

	Question
	Response (Check Yes, No, or Partially 

and any evidence that supports the answer)

	Do you develop risk mitigation (handling) plans for the most important risks to the project, as defined by the risk management strategy? (Process Step 4 Action 5 and Step 5 Actions 1, 2, and 3)
	· Yes  


· No

· Partially

	If yes, what are the indicators that projects establish mitigation (handling) plans?
	Examples of Evidence
· Handling plans are developed and implemented on selected risks

· Alternative handling plan review minutes

· Documentation of risk handling activities/options

· Tradeoff analysis to prioritize handling plans for implementation

· Thresholds are established that defines when risks are unacceptable, or trigger action

· Contingency plans, fall-back positions are documented

· Risk handling addresses: avoidance, control, transfer, and monitor and acceptance

· Other (Specify)________________________


SP 3.2
Implement Risk Mitigation Plans: Monitor the status of each risk periodically and implement the risk mitigation (handling) plan as appropriate.

	Question
	Response (Check Yes, No, or Partially 

and any evidence that supports the answer)

	Do you monitor the status of each risk periodically and implement the risk mitigation (handling) plan as appropriate? (Process Step 3 Action 4; Step 6 Action 4; and Step 7 Action 1)
	· Yes  


· No

· Partially

	If yes, what are the indicators that risks are periodically monitored?
	Examples of Evidence
· Meeting minutes

· Action item lists

· Revisions of project plans

· Revised lists of risk status

· Revised lists of risk-handling options 

· Revised handling plans

· Risk status periodically monitored.

· Re-assessments of risk likelihood and consequences

· Methods for tracking open risk-handling action items to closure are established

· Collecting performance metrics as part of risk handling activities (TPM, EVM, S/W Metrics)

· Other (Specify) ________________________


GG 1
Achieve Specific Goals.  (Capability Level 1 - Performed)

GP 1.1
Perform Base Practices: Perform the base practices of the risk management process to develop work products and provide services to achieve the specific goals of the process area.

	Question
	Response (Check Yes, No, or Partially 

and any evidence that supports the answer)

	Are you performing the base practices of the risk management process to develop work products and provide services to achieve the specific goals of the process area?  (Satisfying all of the 3 specific goals and associated practices listed above) (Process Steps 1 through 7 All Actions and Step 7 All Decision)
	· Yes  


· No

· Partially

	If yes, are indicators available to document performance of all the specific practices?
	Yes  
No  



GG 2
Institutionalize a Managed Process. (Capability Level 2 - Managed)

GP 2.1
Establish an Organizational Policy: Establish and maintain an organizational policy for planning and performing the risk management process.

	Question
	Response (Check Yes, No, or Partially 

and any evidence that supports the answer)

	Have you established and are you maintaining an organizational policy for planning and performing the risk management process? (Process Step 1 Action 4 and Step 6 Action 1)
	· Yes  


· No

· Partially

	If yes, are indicators available to document your organizational policy and its maintenance?
	Examples of Evidence
· A documented policy establishes organizational expectations for defining a risk management plan and implementing a risk management process

· Other (Specify) ________________________


GP 2.2
Plan the Process: Establish and maintain the requirements and objectives, and plans for performing the risk management process.

	Question
	Response (Check Yes, No, or Partially 

and any evidence that supports the answer)

	Have you established and are you maintaining the requirements and objectives, and plans for performing the risk management process? (Process Step 1 Action 4 and Step 6 Action 1)
	· Yes  


· No

· Partially

	If yes, are indicators available to document your risk management plan?  (These requirements, objectives, and plans are described in the plan for risk management. This plan for risk management differs from the risk management strategy described in the specific practice in this process area.  The risk management strategy addresses risk sources, categories, parameters, and management control and reporting requirements; whereas the plan for risk management addresses high level planning for all the risk management activities.)
	Examples of Evidence
· A documented risk management plan

· Other (Specify) ________________________


GP 2.3
Provide Resources: Provide adequate resources for performing the planned process, developing the work products and providing the services for the risk management process.

	Question
	Response (Check Yes, No, or Partially 

and any evidence that supports the answer)

	Are you providing adequate resources for performing the planned process, developing the work products and providing the services for the risk management process? (Process Step 1 Actions 1 and 2; and Step 2 Action 3, Step 5 Action 3)
	· Yes  


· No

· Partially

	If yes, are indicators available to document the resources you are providing?
	Examples of Evidence
· A risk management database has been established

· Risk management tools are being used

· Risk monitoring tools (e.g. metrics or action  plan monitoring) are being used

· Other (Specify) ________________________


GP 2.4
Assign Responsibility: Assign responsibility and authority for performing the process, developing the work products, and providing the services of the risk management process.

	Question
	Response (Check Yes, No, or Partially 

and any evidence that supports the answer)

	Have you assigned responsibility and authority for performing the process, developing the work products, and providing the services of the risk management process? (Process Step 1 Action2 1 and 2; and Step 4 Action 4)
	· Yes  


· No

· Partially

	If yes, are indicators available to document the assignment of responsibility and authority?
	Examples of Evidence
· Personnel are assigned to the risk management process – their responsibilities and authority are documented

· Responsibility is assigned to individuals or groups for risk handling actions

· Authority and resources are provided to accomplish risk handling actions

· Identified project stakeholders are responsible for identifying risks

· Other (Specify) ________________________


GP 2.5
Train People: Train the people performing or supporting the risk management process as needed.

	Question
	Response (Check Yes, No, or Partially 

and any evidence that supports the answer)

	Have you trained the people performing or supporting the risk management process as needed?
(Process Step 2 Actions  1 and 2)
	· Yes  


· No

· Partially

	If yes, are indicators available to document the training? (Examples of training topics include the following: [1] Risk management concepts and practices (e.g., risk identification, evaluation, monitoring, mitigation); [2] Metric selection for risk mitigation)
	Examples of Evidence
· Training materials are available

· Records indicate training has been accomplished

· Stakeholders have been trained in risk management

· Other (Specify) ________________________


GP 2.6
Manage Configurations: Place designated work products of the risk management process under appropriate levels of configuration management.

	Question
	Response (Check Yes, No, or Partially 

and any evidence that supports the answer)

	Have you placed designated work products of the risk management process under appropriate levels of configuration management? (Process Step 4 Action 5 and Step 7 Action 4)
	· Yes  


· No

· Partially

	If yes, are indicators available to document the configuration management of risk work products? 
	Examples of Evidence
· Risk management plan is baselined and change controlled

· Risk database is updated and controlled to reflect new risk assessments and handling plan status 

· Risk handling plans are approved, integrated in the project work plans, and change controlled

· Other (Specify) ________________________


GP 2.7
Identify and Involve Relevant Stakeholders: Identify and involve the relevant stakeholders of the risk management process as planned.

	Question
	Response (Check Yes, No, or Partially 

and any evidence that supports the answer)

	Have you identified and involved the relevant stakeholders of the risk management process as planned? (Process Step 1 Action 2 and Step 2 Action 1)
	· Yes  


· No

· Partially

	If yes, are indicators available to document the identification and involvement of relevant stakeholders? 
	Examples of Evidence
· A list of internal and external risk management stakeholders (includes the customer, the end users, the contractor, subcontractors, program manager, chief engineer, sustainment representative, architect, product IPT leads, etc.)

· Meeting minutes listing stakeholders participating in risk assessments and action plan status meetings 

· Risk Management plan with stakeholder roles identified

· Other (Specify) ________________________


GP 2.8
Monitor and Control the Process: Monitor and control the risk management process against the plan and take appropriate corrective action.

	Question
	Response (Check Yes, No, or Partially 

and any evidence that supports the answer)

	Are you monitoring and controlling the risk management process against the plan and taking appropriate corrective action? (Process Step 3 Action 4; Step 7 Actions 1 through 4; and Step 7 four Decisions)
	· Yes  


· No

· Partially

	If yes, are indicators available to document the monitoring and controlling of the planned risk management process? 
	Examples of Evidence
· Number of risks identified, managed, tracked, and controlled 

· Periodic reassessment meetings are being held as scheduled

· Risk Management Plan has been updated when required

· New stakeholders are included in risk management process
· Comparison of estimated vs. actual risk handling effort and impact

· Other (Specify) ________________________


GP 2.9
Objectively Evaluate Adherence: Objectively evaluate adherence of the risk management process and the work products and services of the process to the applicable requirements, objectives, and standards, and address noncompliance.

	Question
	Response (Check Yes, No, or Partially 

and any evidence that supports the answer)

	Do you objectively evaluate adherence of the risk management process and the work products and services of the process to the applicable requirements, objectives, and standards, and address noncompliance? (Process Step 7 Actions 1 through4 and Decision 4)
	· Yes  


· No

· Partially

	If yes, are indicators available to document the adherence of the risk management process to requirements? 
	Examples of Evidence
· Compliance requirements for acquisition and operational risk management are identified in the risk management plan

· Risk management plan (periodic review and revisions, if required)

· Minutes of risk assessment meetings

· Risk mitigation plans and documented tracking of the plans to closure

· Revisions, if required, to risk handling plans
· Other (Specify) ________________________


GP 2.10
Review Status with Higher-Level Management: Review the activities, status, and results of the risk management process with management and resolve issues.

	Question
	Response (Check Yes, No, or Partially 

and any evidence that supports the answer)

	Do you review the activities, status, and results of the risk management process with management and resolve issues? (Process Step 7 Decision 2)
	· Yes  


· No

· Partially

	If yes, are indicators available to document the presentation of activities, status, and results with management?  (Reviews of the project risk status are held on a periodic and event-driven basis with appropriate levels of management, to provide visibility into the potential for project risk exposure and appropriate corrective action.)


	Examples of Evidence
· Critical risks are reviewed periodically and at major internal and external milestone events with higher level management (contractor and government) – minutes or slides available

· Critical risk probability and consequence are presented to higher level management – minutes or slides available

· Status of risk mitigation actions for higher level risks are reviewed with – minutes or slides available
· Other (Specify) ________________________


GG 3
Institutionalize a Defined Process.  (Capability Level 3 - Defined)

GP 3.1
Establish a Defined Process: Establish and maintain the description of a defined risk management process.

	Question
	Response (Check Yes, No, or Partially 

and any evidence that supports the answer)

	Has your organization (e.g., ESC) established and is it maintaining the description of a defined (standardized) risk management process? (Process Step 1 through 7 All Actions and Step 7 four Decisions)
	· Yes  


· No

· Partially

	If yes, what are the indicators that the description of the process is defined and maintained?
	Examples of Evidence
· Documented standard risk management process distributed to and recognized by organization’s personnel (standard organizational process may be documented and tailored, if necessary, in the risk management plan)

· Documented review and revisions, if required, to the organization’s risk management process (reflecting feedback from projects within the organization)

· Other (Specify)________________________


GP 3.2
Collect Improvement Information: Collect work products, measures, and improvement information derived from planning and performing the risk management process to support the future use and improvement of the organization’s processes and process assets.

	Question
	Response (Check Yes, No, or Partially 

and any evidence that supports the answer)

	Is your organization (e.g., ESC) collecting work products, measures, and improvement information derived from planning and performing the risk management process to support the future use and improvement of the organization’s processes and process assets? (Risk Toolkit contains the process and support material – revisions are made as new material becomes available)
	· Yes  


· No

· Partially

	If yes, what are the indicators that the data is being collected?
	Examples of Evidence
· An organizational repository of risk management plans, tools, forms, etc. being used by projects within the organization

· A repository of recommended changes to the organization’s standard risk management process and documented review of the changes on a periodic basis

· Other (Specify)________________________


GG 4
Institutionalize a Quantitatively Managed Process.  (Capability Level 4 – Quantitatively Managed)

GP 4.1
Establish a Quality Objectives: Establish and maintain quantitative objectives for the risk management process about quality and process performance based on customer needs and business objectives.

	Question
	Response (Check Yes, No, or Partially 

and any evidence that supports the answer)

	Has your organization (e.g., ESC) established and is it maintaining quantitative objectives for the risk management process about quality and process performance based on customer needs and business objectives? (Risk Toolkit contains a list of qualitative objectives in the process training executive briefing – quantitative measures not presently established)
	· Yes  


· No

· Partially

	If yes, what are the indicators that the quantitative objectives are defined and maintained?
	Examples of Evidence
· Documented organizational risk management standards (e.g., frequency of risk assessments and reassessments, reporting of top 10 risks, how fast mitigation activities are initiated for critical operational risks) are established and distributed as part of the organizational process

· Documented review and revisions, if required, to the organization’s risk management quantitative standards (reflecting feedback from projects within the organization and changes in top-down directives [e.g. operational risk management, safety, security])

· Other (Specify)________________________


GP 4.2
Stabilize Subprocess Performance: Stabilize the performance of one or more subprocesses of the risk management process to determine its ability to achieve the established quantitative quality and process performance objectives.

	Question
	Response (Check Yes, No, or Partially 

and any evidence that supports the answer)

	Has your organization (e.g., ESC) stabilized the performance of one or more subprocesses of the risk management process to determine its ability to achieve the established quantitative quality and process performance objectives? (The Risk Assessment subprocess [Step 2 Actions 1 through 5 and Step 3 Actions 1, 2, and 5] are stable and are part of the ESC/BP ASP preparation)
	· Yes  


· No

· Partially

	If yes, what are the indicators that the subprocess performance is stabilized, measured, and evaluated?
	Examples of Evidence
· Documented analysis of a stable subprocess (e.g., risk assessment for ASP) to determine effectiveness of risk identification and mitigation activities (e.g., successful incorporation into acquisition strategy and RFP)

· Documented analysis of subprocess results, and revisions, to the standard risk management process

· Other (Specify)________________________


GG 5
Institutionalize an Optimizing Process.  (Capability Level 5 – Optimizing)

GP 5.1
Ensure Continuous Process Improvement: Ensure continuous improvement of the risk management process in fulfilling the relevant business goals of the organization.

	Question
	Response (Check Yes, No, or Partially 

and any evidence that supports the answer)

	Does your organization (e.g., ESC) ensure continuous improvement of the risk management process in fulfilling the relevant business goals of the organization? (Revisions to the Risk Tool Kit are made to continuously improve the process)
	· Yes  


· No

· Partially

	If yes, what are the indicators that the continuous improvement is occurring?
	Examples of Evidence
· Standard risk management process is reviewed against any stated or documented changes in organizational business goals

· Data is collected and analyzed to measure contribution of risk management process to organizational goals

· Standard risk management process is revised to meet changes in organizational business goals

· Other (Specify)________________________


GP 5.2
Correct Common Cause of Problems: Identify and correct the root causes of defects and other problems in the risk management process.

	Question
	Response (Check Yes, No, or Partially 

and any evidence that supports the answer)

	Does your organization (e.g., ESC) identify and correct the root causes of defects and other problems in the risk management process? (Participants in training sessions are asked to provide feedback which is analyzed for improvement of the process)
	· Yes  


· No

· Partially

	If yes, what are the indicators that the identification and correction of root causes of defects and risk management process problems is occurring?
	Examples of Evidence
· “Red Team” results and lessons learned are incorporated into organizational risk taxonomies for consideration by programs

· Process problem symptoms are analyzed and discussed with process groups (representation from the projects) to identify root causes and potential solutions

· Program managers with program failures or major restructuring are interviewed [documented] to determine if it was caused by unanticipated risks 

· Other (Specify)________________________




