AICPA/CICA Privacy Checklist

Health Insurance Portability and Accountability Act (HIPAA)


	Scope of Regulation
	Yes/No or NA
	Comments

	1. Is the organization considered a covered entity under HIPAA (Health Insurance Portability and Accountability Act)?

· Note: Under HIPAA, covered entities are health care clearinghouses, health care providers, and health plans.

· Examples of health care clearinghouses: Billing services, repricing companies, and community health management systems.

· Examples of health care providers: Physician services, hospital services, and diagnostic services.

· Examples of health plans: Group health plans, health insurance issuers, and health maintenance organizations.
	
	

	2. Does the organization have a designated privacy official responsible for the development and implementation of privacy policies and procedures?
	
	

	3. Does the organization have a designated contact person or office that is responsible for receiving complaints?

a. Are complaints documented?

b. Are disposition of complaints documented?
	
	

	4. Does the organization have policies and procedures with respect to protected health information that are designed to comply with HIPAA standards and implementation specifications?
	
	

	5. Is the organization providing the appropriate training to its employees on policies and procedures with respect to protected health information? Is the training offered:
a. To each employee by no later than the compliance date?

b. To each new employee within a reasonable period of time?

c. To each employee whose job functions are affected by a material change in the policies and procedures required by HIPAA privacy standards?
	
	

	6. Is the organization applying appropriate sanctions against employees who fail to comply with its privacy policies and procedures?
	
	

	7. Does the organization mitigate, to the extent practicable, any harmful effect that a use or disclosure of protected health information is in violation of its policies and procedures?
	
	

	8. Does the organization have a six-year retention period for HIPAA-related documents?
	
	

	9. Is notice provided on the uses and disclosures of protected health information?
	
	

	10. Does the notice contain:

a. A description of uses, disclosures, and purposes?

b. A statement of the individual’s rights?

c. A statement that the entity is required by law to maintain the privacy of protected personal information?

d. A statement on how individuals may file complaints?

e. The name of person or office to contact?

f. The effective date of the notice?
	
	

	11. Is the notice provided timely?

a. Is it available during enrollment or when the first service is provided?

b. Is it provided within 60 days of a material revision to the notice?

c. Is the notification of the availability of notice once every three years?
	
	

	12. If you are a Health Care Provider, do you obtain written acknowledgement of receipt of your notice of privacy practices?
	
	

	13. Is timely action taken (no later than 30 days) on a request from the individual for access to protected personal information?
	
	

	14. Is authorization obtained from individuals for uses or disclosures of protected health information other than for treatment, payment, or health care operations?

· Note: Authorizations are not required in some circumstances, such as uses and disclosures required by law; for public health activities; disclosures about victims of abuse, neglect, or domestic violence; or health oversight activities, judicial proceedings, law enforcement purposes, organ donation purposes, research purposes, and to avert a serious threat to health or safety.
	
	

	15. Are appropriate administrative, technical, and physical safeguards in place to protect the privacy of protected health information?
	
	

	16. Are the required administrative safeguard policies and procedures implemented to prevent, detect, contain, and correct security violations?
a. Is a risk analysis conducted of the potential risks and vulnerabilities?

b. Are security measures implemented to reduce risks and vulnerabilities?

c. Are appropriate sanctions applied against employees who failed to comply with security policies and procedures?

d. Is there a regular review of information system activity, including audit logs, access reports, and incident tracking reports?

e. Are there implemented policies and procedures limiting access to protected health information?

f. Are there implemented policies and procedures for authorizing access to electronic protected health information?

g. Is there an implemented security awareness and training program for all employees?

h. Are there implemented policies and procedures to address security incidents?

i. Has the organization responded to, documented, and mitigated suspected or known security incidents?

j. Is there an established contingency plan for responding to an emergency or other occurrence that damage systems containing protected health information?

k. Are there implemented data backup plans?

l. Is there an established disaster recovery plan?

m. Is there an established emergency mode operation plan?

n. Are there performed periodic evaluations to ensure required security policies and procedures are working as intended?
	
	

	17. Are the required physical safeguard policies and procedures addressed:

a. To limit physical access to electronic information systems and facilities?

b. That specify proper job functions to be performed, the manner they are performed, and the physical attributes of workstations with access to protected health information?

c. That restrict access to workstations to authorized users?

d. To cover the final disposition of electronic protected health information, and the hardware or media on which it is stored?

e. To remove protected health information from media before the media is available for reuse?
	
	

	18. Are the required technical safeguard policies and procedures addressed?
a. Is there an assigned unique name and/or number for identifying and tracking user identity?

b. Are there procedures for obtaining necessary electronic protected health information during an emergency?

c. Are there implemented hardware, software, and/or procedural mechanisms that record and examine activity in information systems that contain protected health information?

d. Are there implemented policies and procedures to protect health information from improper alteration or destruction?

e. Has the organization verified that a person or entity seeking access to protected health information is the one claimed?

f. Is there a guard against unauthorized access to protected health information that is transmitted over communication networks?
	
	


Effective:  

Privacy Rule—Standards published December 28, 2000, effective April 14, 2001. Compliance by April 14, 2003, and April 14, 2004, for Small Health Plans.

Security Rule—Standards published February 20, 2003, effective April 21, 2003. Compliance by April 21, 2005, and April 21, 2006, for Small Health Plans.

Source:     

Federal Register: Part IV Department of Health and Human Services, 45 CFR Parts 160 and 164; Standards for Privacy of Individually Identifiable Health Information; Final Rule, February 26, 2001 and December 28, 2000. 

Federal Register: Part II Department of Health and Human Services, 45 CFR Parts 160, 162, and 164, Health Insurance Reform: Security Standards; Final Rule, February 20, 2003.

Enforcement:  Office of Civil Rights, Department of Health and Human Services
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