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Section 1.12 Assess
Application Interface Inventory
This inventory serves as a foundation for assessing which interfaces may be needed with new applications. Use the inventory to identify all current applications, to identify who is responsible for each application, and to describe how they may interface with one another.
	Time needed: 12 hours
Suggested prior tools: NA


How to Use
1. List all information systems applications that are present; add/delete/update as new applications are acquired.

2. For each application, list which applications or external sources/users of data it is interfaced with, using separate rows for each different interface.

3. For each application, identify the primary user department that uses the application (e.g., HIM, HR, Lab).

4. Provide a brief description of the data maintained by the application (e.g., cash receipts, orders, charges, hospital discharge summaries, transfer records).

5. Identify whether the data are protected health information (PHI) (Yes or No) according to HIPAA.

6. Identify whether the organization has a business associate agreement (BAC) with the vendor of this application. Note: if there is a direct interface with another provider or health plan, a BAC is not required. However, if there is an interface with a health information exchange (HIE) organization, a BAC is required—and often other participation agreements, such as a Data Use and Reciprocal Support Agreement (DURSA).

7. Identify who provides technical service support to the application (e.g., in-house, vendor, other).

8. For each interface, identify type (e.g., batch or real time).

9. Identify the frequency with which batches are transmitted (e.g., daily, certain days of the week, weekly, bi-weekly, monthly, bi-monthly, quarterly, annually) or designate real time. If a common pattern is missing, add to data settings.  

10. Identify the standard (Std) used in the interface: HL7, X12, NCPDP, DICOM, or other. If another standard is commonly used, add to valid data settings.

11. Identify the input/output (I/O) direction of the interface (e.g., in-bound, out-bound, bi-directional).

12. Identify the source medium used for transmission (e.g., tape, disk, data file, print image, other). Explain Other in comments.

13. Identify the type of transmission for external interfaces (e.g., dial-up, SFTP, NDM, IPSec VPN, SSL/TLS VPN, Direct Project exchange, Other).

14. In Comments, describe special circumstances (e.g., when there are multiple reports in a file, when a system is only used for downtime, when data are only reformatted by this system, when this is a data extraction).
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