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0RIVACY฀IN฀THE฀7IRED฀7ORKPLACE�

!N฀!NNOTATED฀"IBLIOGRAPHY

!DAMS�฀3COTT�฀$ILBERT฀AND฀THE฀7AY฀OF฀THE฀7EASEL�฀.EW฀9ORK�฀(ARPER�

�����฀0RINT�

!DAMS�S฀h$ILBERTv฀CARTOONS฀ARE฀KNOWN฀FOR฀SATIRIZING

EVERYDAY฀WORKPLACE฀ISSUES�฀4HE฀CARTOON฀ON฀PAGE฀���฀ILLUSTRATES

HOW฀RAMPANT฀)NTERNET฀USE฀IN฀THE฀WORKPLACE฀HAS฀BECOME฀

AND฀SUGGESTS฀THAT฀BOTH฀EMPLOYERS฀AND฀EMPLOYEES฀ARE฀WELL

AWARE฀OF฀THE฀PRACTICE�฀4HE฀CARTOON฀POINTS฀OUT฀THE฀DIFFICULTY

EMPLOYERS฀FACE฀IN฀TRYING฀TO฀RESTRICT฀EMPLOYEE฀)NTERNET฀USE�

!MERICAN฀-ANAGEMENT฀!SSOCIATION฀AND฀E0OLICY฀)NSTITUTE�฀h����

%LECTRONIC฀-ONITORING฀AND฀3URVEILLANCE฀3URVEY�v฀!MERICAN

-ANAGEMENT฀!SSOCIATION�฀!MER�฀-ANAGEMENT฀!SSN��฀�����฀

7EB�฀��฀&EB�฀�����

!CCORDING฀TO฀THE฀SURVEY฀OF฀WORKPLACE฀)NTERNET฀USE฀

SUMMARIZED฀IN฀THIS฀ARTICLE�฀EMPLOYERS฀ARE฀MOST฀CONCERNED

ABOUT฀EMPLOYEES฀VISITING฀INAPPROPRIATE฀7EB฀SITES�฀(OWEVER�

EMPLOYERS�฀MONITORING฀OF฀EMPLOYEES฀EXTENDS฀BEYOND฀BLOCKING

CERTAIN฀7EB฀SITES�฀-ANY฀EMPLOYERS฀WHO฀PARTICIPATED฀IN฀THE

STUDY฀ALSO฀TRACK฀INDIVIDUAL฀KEYSTROKES฀AND฀REVIEW฀E
MAILS�฀4HE

STUDY฀SUGGESTS฀THAT฀THE฀MAJORITY฀OF฀EMPLOYERS฀WHO฀MONITOR

)NTERNET฀USE฀ARE฀TELLING฀THEIR฀EMPLOYEES฀THAT฀THEY฀ARE฀BEING
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-ARGINAL฀ANNOTATIONS฀INDICATE฀-,!
STYLE฀FORMATTING AND฀EFFECTIVE฀WRITING�

)N฀-,!฀STYLE� EACH
ENTRY฀BEGINS฀AT฀
THE฀LEFT฀MARGIN�
SUBSEQUENT฀LINES
INDENT฀�b�gg�฀

4HE฀ANNOTATION฀
BEGINS฀ON฀A฀
NEW฀LINE฀AND฀IS฀
INDENTED฀�b�gg�
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4HIS฀PAPER฀HAS฀BEEN฀UPDATED฀TO฀FOLLOW฀THE฀STYLE฀GUIDELINES฀IN฀THE฀-,!฀(ANDBOOK฀FOR฀7RITERS฀OF฀2ESEARCH฀0APERS�
�TH฀ED�฀�����	�
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MONITORED�฀4HESE฀FINDINGS฀SEEM฀TO฀CONTRADICT฀MANY฀OF฀MY

OTHER฀SOURCES�฀WHICH฀CLAIM฀THAT฀EMPLOYERS฀ARE฀NOT฀DOING

ENOUGH฀TO฀EXPLAIN฀)NTERNET฀MONITORING฀TO฀THEIR฀EMPLOYEES�

h!UTOMATICALLY฀2ECORD฀%VERYTHING฀4HEY฀$O฀/NLINE�฀3PECTOR฀0RO฀���

&!1�S�v฀.ETBUS�ORG�฀.ETBUS�ORG�฀N�D�฀7EB�฀��฀&EB�฀�����

3PECTOR฀0RO฀IS฀A฀TYPE฀OF฀)NTERNET฀SURVEILLANCE฀PROGRAM�

4HIS฀7EB฀PAGE�฀SPONSORED฀BY฀THE฀MANUFACTURER฀OF฀THE฀PRODUCT�

EXPLAINS฀THE฀FUNCTIONALITY฀OF฀THE฀SOFTWARE฀AND฀DESCRIBES฀ITS

FEATURES�฀)T฀CAN฀BE฀INSTALLED฀ON฀A฀VARIETY฀OF฀COMPUTERS฀AND

CAN฀BE฀INSTALLED฀IN฀h3TEALTHv฀MODE฀SO฀THAT฀THE฀USER฀CANNOT฀

DETECT฀THE฀SOFTWARE฀ON฀HIS฀OR฀HER฀COMPUTER�฀4HE฀PROGRAM฀CAN

ALSO฀MONITOR฀ALL฀COMPUTER฀USE฀RANGING฀FROM฀7ORD฀DOCUMENTS

TO฀7EB฀SITES�฀4HIS฀SOURCE฀SUPPORTS฀MY฀OTHER฀SOURCES฀BY฀

ILLUSTRATING฀THE฀EASE฀WITH฀WHICH฀THIS฀KIND฀OF฀SOFTWARE฀CAN฀BE

INSTALLED฀AS฀WELL฀AS฀THE฀EXTENSIVE฀AMOUNT฀OF฀INFORMATION฀IT

CAN฀GATHER฀FOR฀EMPLOYERS�

&LYNN�฀.ANCY�฀h)NTERNET฀0OLICIES�v฀E0OLICY฀)NSTITUTE�฀E0OLICY฀)NST��

N�D�฀7EB�฀��฀&EB�฀�����

4HIS฀EXCERPT฀FROM฀&LYNN�S฀4HE฀E0OLICY฀(ANDBOOK OFFERS

STATISTICS฀ON฀EMPLOYEE฀)NTERNET฀USE฀AND฀FIVE฀SUGGESTIONS฀FOR

MINIMIZING฀IT�฀&LYNN฀CLAIMS฀THAT฀THE฀MAJORITY฀OF฀EMPLOYEES฀IN

THE฀5NITED฀3TATES฀ARE฀USING฀COMPANY฀TIME฀TO฀SURF฀THE฀)NTERNET

AND฀THAT฀COMPANIES฀ARE฀SUFFERING฀HUGE฀FINANCIAL฀LOSSES฀AS฀A

RESULT�฀(ER฀SUGGESTIONS฀FOR฀MINIMIZING฀PERSONAL฀)NTERNET฀USE

INCLUDE฀ESTABLISHING฀A฀COMPANY฀)NTERNET฀POLICY฀AND฀INSTALLING
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/RLOV฀INTERPRETS
THE฀SOURCE�S฀
FINDINGS฀IN฀RELATION
TO฀OTHER฀SOURCES฀IN
THE฀BIBLIOGRAPHY�

!NNOTATIONS฀ARE
USUALLY฀THREE฀TO
SEVEN฀SENTENCES
LONG�

$OUBLE
SPACING฀IS
USED฀THROUGHOUT�
WITH฀NO฀EXTRA฀SPACE
BETWEEN฀ENTRIES
AND฀NO฀EXTRA฀SPACE฀
BETWEEN฀ENTRIES
AND฀THEIR฀ANNOTA

TIONS�

MONITORING฀SOFTWARE�฀4HIS฀IS฀CONSISTENT฀WITH฀THE฀SUGGESTIONS

OF฀MANY฀OTHER฀SOURCES�
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&RAUENHEIM�฀%D�฀h3TOP฀2EADING฀4HIS฀(EADLINE฀AND฀'ET฀"ACK฀TO

7ORK�v฀#.%4฀.EWS�COM�฀#.%4฀.ETWORKS�฀��฀*ULY฀�����฀7EB�

��฀&EB�฀�����

4HE฀AUTHOR฀EXAMINES฀THE฀RESULTS฀OF฀A฀STUDY฀OF฀TEN฀

THOUSAND฀EMPLOYEES฀CONDUCTED฀BY฀!MERICA฀/NLINE AND

3ALARY�COM�฀WHICH฀FOUND฀THAT฀THE฀)NTERNET฀WAS฀THE฀MOST฀

POPULAR฀MEANS฀OF฀WASTING฀TIME฀AT฀WORK�฀&RAUENHEIM฀NOTES

THAT฀THE฀EXTRA฀TIME฀SPENT฀SURFING฀THE฀)NTERNET฀IS฀COSTING฀

COMPANIES฀AN฀ESTIMATED฀����฀BILLION฀A฀YEAR฀BUT฀ALSO฀QUOTES

THE฀SENIOR฀VICE฀PRESIDENT฀AT฀3ALARY�COM AND฀A฀DIRECTOR฀AT฀

!MERICA฀/NLINE�฀WHO฀ARGUE฀THAT฀EMPLOYEE฀)NTERNET฀USE฀

ACTUALLY฀INCREASES฀PRODUCTIVITY฀AND฀CREATIVITY฀IN฀THE฀

WORKPLACE�฀&RAUENHEIM฀SUGGESTS฀THAT฀THE฀INCREASE฀IN฀PERSONAL฀

)NTERNET฀USE฀AT฀WORK฀MIGHT฀RESULT฀FROM฀A฀LONGER฀AVERAGE฀

WORKDAY฀AND฀THAT฀USE฀OF฀THE฀)NTERNET฀HAS฀MADE฀EMPLOYEES

MORE฀EFFICIENT�฀GIVING฀THEM฀MORE฀FREE฀TIME฀TO฀WASTE�

'ONSALVES�฀#HRIS�฀h7ASTING฀!WAY฀ON฀THE฀7EB�v฀E7EEK�COM�฀:IFF

$AVIS฀%NTERPRISE฀(OLDINGS�฀�฀!UG�฀�����฀7EB�฀��฀&EB�฀�����

)N฀THIS฀EDITORIAL�฀'ONSALVES฀CONSIDERS฀THE฀IMPLICATIONS฀OF

SEVERAL฀SURVEYS�฀INCLUDING฀ONE฀IN฀WHICH฀���฀OF฀RESPONDENTS

SAID฀THAT฀THEIR฀COMPANIES฀HAD฀THE฀RIGHT฀TO฀SPY฀ON฀THEM�฀4HE

AUTHOR฀AGREES฀WITH฀THIS฀MAJORITY�฀CLAIMING฀THAT฀IT�S฀FINE฀IF฀HIS

COMPANY฀CHOOSES฀TO฀MONITOR฀HIM฀AS฀LONG฀AS฀THE฀COMPANY฀
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DISCLOSES฀ITS฀MONITORING฀PRACTICES�฀(E฀ADDS฀THAT฀HE฀WOULD฀

PREFER฀NOT฀TO฀KNOW฀THE฀EXTENT฀OF฀THE฀MONITORING�฀4HIS฀ARTICLE�

THOUGH฀NOT฀ENTIRELY฀OBJECTIVE�฀OFFERS฀AN฀EMPLOYEE�S฀

PERSPECTIVE฀ON฀)NTERNET฀SURVEILLANCE฀IN฀THE฀WORKPLACE�฀)T฀ALSO

3UMMARY฀IS฀
FOLLOWED฀BY฀A฀
BALANCED฀EVALUATION
OF฀THE฀SOURCE�
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CONTRADICTS฀SOME฀OF฀MY฀OTHER฀SOURCES�฀WHICH฀CLAIM฀THAT฀

EMPLOYEES฀WANT฀TO฀KNOW฀AND฀SHOULD฀KNOW฀ALL฀THE฀DETAILS฀OF

THEIR฀COMPANY�S฀MONITORING฀PROCEDURES�

+ESAN�฀*AY฀0�฀h#YBER
7ORKING฀OR฀#YBER
3HIRKING�฀!฀&IRST฀0RINCIPLES

%XAMINATION฀OF฀%LECTRONIC฀0RIVACY฀IN฀THE฀7ORKPLACE�v฀&LORIDA

,AW฀2EVIEW ����฀�����	�฀���
����฀0RINT�

4HIS฀EXTENSIVE�฀BALANCED฀ARTICLE฀EXAMINES฀THE฀LEGAL฀

ISSUES฀INVOLVED฀IN฀)NTERNET฀MONITORING฀AND฀EMPLOYEE฀PRIVACY�

+ESAN฀ESTABLISHES฀THAT฀53฀WRITTEN฀LAW฀AND฀COMMON฀LAW฀DO฀NOT

GUARANTEE฀A฀RIGHT฀TO฀ELECTRONIC฀PRIVACY฀IN฀THE฀WORKPLACE�฀(E

SUGGESTS฀THAT฀)NTERNET฀POLICIES฀SHOULD฀BE฀ADDRESSED฀THROUGH฀

A฀hMARKET
BASEDv฀CONTRACTUAL฀APPROACH฀THAT฀WOULD฀BENEFIT฀

BOTH฀EMPLOYERS฀AND฀EMPLOYEES�฀+ESAN฀EXAMINES฀EMPLOYEE฀

CONCERNS�฀SUCH฀AS฀A฀WORKING฀PARENT�S฀DESIRE฀TO฀CHECK฀ON฀HIS฀OR฀

HER฀CHILDREN฀WHILE฀AT฀WORK�฀AND฀EMPLOYER฀CONCERNS�฀SUCH฀AS

LEGAL฀LIABILITY฀FOR฀INAPPROPRIATE฀EMPLOYEE฀)NTERNET฀USE�฀(E

CONCLUDES฀THAT฀A฀COMPANY฀SHOULD฀DEVELOP฀AN฀)NTERNET฀POLICY�

MAKE฀THAT฀POLICY฀KNOWN฀TO฀ALL฀EMPLOYEES�฀AND฀THEN฀MONITOR

EMPLOYEES฀TO฀ENSURE฀THAT฀THE฀POLICY฀IS฀BEING฀FOLLOWED�

,ANE�฀&REDERICK฀3��฀)))�฀4HE฀.AKED฀%MPLOYEE�฀(OW฀4ECHNOLOGY

)S฀#OMPROMISING฀7ORKPLACE฀0RIVACY�฀.EW฀9ORK�฀!MER�฀

-ANAGEMENT฀!SSN��฀�����฀0RINT�

,ANE�S฀BOOK฀DISCUSSES฀THE฀LACK฀OF฀EMPLOYEE฀PRIVACY฀
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IN฀THE฀MODERN฀WORKPLACE�฀4HE฀AUTHOR฀ACKNOWLEDGES฀THAT฀

EMPLOYERS฀HAVE฀SEVERAL฀REASONS฀TO฀BE฀CONCERNED฀ABOUT฀EMPLOYEE

)NTERNET฀USE�฀SUCH฀AS฀THEFT�฀A฀DECREASE฀IN฀PRODUCTIVITY�฀AND

WORKPLACE฀LAWSUITS�฀!T฀THE฀SAME฀TIME�฀HOWEVER�฀HE฀QUESTIONS

฀
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WHERE฀EMPLOYERS฀WILL฀DRAW฀THE฀LINE฀AS฀TECHNOLOGY฀BECOMES

BETTER฀AND฀BETTER฀AT฀TRACKING฀AN฀EMPLOYEE�S฀EVERY฀MOVE�฀

4HIS฀BOOK฀IS฀ACCESSIBLE฀AND฀DRAWS฀FROM฀A฀VARIETY฀OF฀SOURCES�฀

IT฀CONFIRMS฀THE฀INFORMATION฀PROVIDED฀BY฀MY฀OTHER฀SOURCES�

4AM�฀0UI
7ING�฀ET฀AL�฀h3NOOPING฀%
-AIL฀BY฀3OFTWARE฀)S฀.OW฀A

7ORKPLACE฀.ORM�v฀7ALL฀3TREET฀*OURNAL �฀-AR�฀�����฀"���฀0RINT�฀

4HE฀AUTHORS฀POINT฀OUT฀THAT฀IN฀EVERY฀STATE฀EXCEPT฀

#ONNECTICUT฀AND฀$ELAWARE�฀COMPANIES฀CAN฀LEGALLY฀MONITOR฀

EMPLOYEE฀E
MAIL฀WITHOUT฀NOTIFYING฀EMPLOYEES฀AND฀CAN฀ALSO฀USE

E
MAILS฀AS฀EVIDENCE฀IN฀LAWSUITS฀AGAINST฀EMPLOYEES�฀!CCORDING

TO฀THE฀ARTICLE�฀ONLY฀���฀OF฀COMPANIES฀MONITOR฀EMPLOYEE
TO


EMPLOYEE฀E
MAILS�฀ALTHOUGH฀THESE฀E
MAILS฀ARE฀POTENTIALLY฀THE

MOST฀INCRIMINATING�฀SINCE฀EMPLOYEES฀ARE฀LESS฀LIKELY฀TO฀CENSOR

THEMSELVES฀WITH฀OTHER฀EMPLOYEES�฀4HE฀ARTICLE฀ALSO฀EXPLORES

THE฀MEANS฀BY฀WHICH฀COMPANIES฀NOW฀MONITOR฀EMPLOYEE฀E
MAIL�

SUCH฀AS฀SOFTWARE฀THAT฀SEARCHES฀NOT฀ONLY฀FOR฀INAPPROPRIATE

WORDS฀BUT฀ALSO฀FOR฀WORDS฀SPECIFIC฀TO฀THE฀INDUSTRY฀AND฀EVEN฀

THE฀COMPANY�฀!LTHOUGH฀THE฀ARTICLE฀IS฀NARROWLY฀FOCUSED�฀IT฀

OFFERS฀A฀GOOD฀OVERVIEW฀OF฀CURRENT฀PRACTICES฀REGARDING฀E
MAIL

MONITORING฀IN฀THE฀WORKPLACE�฀

4YNAN�฀$ANIEL�฀h9OUR฀"OSS฀)S฀7ATCHING�v฀0#฀7ORLD�฀0#฀7ORLD฀

#OMMUNICATIONS�฀�฀/CT�฀�����฀7EB�฀��฀3EPT�฀�����
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4HIS฀CONVERSATIONAL฀ARTICLE฀PRESENTS฀TEN฀MYTHS฀ABOUT฀

EMPLOYEE฀)NTERNET฀AND฀COMPUTER฀MONITORING฀AND฀REVEALS฀HOW

WRONG฀THEY฀ARE�฀!LTHOUGH฀SEVERAL฀OF฀THE฀hMYTHSv฀ARE฀DISCUSSED

MORE฀EXTENSIVELY฀IN฀MY฀OTHER฀SOURCES�฀4YNAN฀PRESENTS฀SOME

NEW฀INFORMATION�฀&OR฀EXAMPLE�฀HE฀STATES฀THAT฀SOME฀EMPLOYERS
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MONITOR฀EMPLOYEE฀7EBMAIL฀ACCOUNTS฀IN฀ADDITION฀TO฀COMPANY

E
MAIL฀ACCOUNTS�฀0ERHAPS฀MOST฀IMPORTANT�฀THE฀ARTICLE฀GIVES฀A

SENSE฀OF฀HOW฀UNAWARE฀MOST฀EMPLOYEES฀ARE฀ABOUT฀THE฀CURRENT

CAPABILITIES฀OF฀EMPLOYEE฀)NTERNET฀MONITORING฀AND฀ABOUT฀THEIR

OWN฀LACK฀OF฀LEGAL฀PROTECTION฀FROM฀EMPLOYERS฀WHO฀MONITOR

THEM�

6ERESPEJ�฀-ICHAEL฀!�฀h)NAPPROPRIATE฀)NTERNET฀3URFING�v฀)NDUSTRY

7EEK�฀0ENTON฀-EDIA�฀�฀&EB�฀�����฀7EB�฀��฀&EB�฀�����

5NLIKE฀MOST฀OF฀MY฀OTHER฀SOURCES�฀THIS฀ARTICLE฀IS฀AIMED฀

AT฀EMPLOYERS฀AND฀SUGGESTS฀THAT฀THEY฀NEED฀TO฀DO฀MORE฀TO฀

ESTABLISH฀)NTERNET฀POLICIES฀AND฀MONITOR฀EMPLOYEES�฀6ERESPEJ

WARNS฀THAT฀IF฀EMPLOYERS฀DO฀NOT฀ESTABLISH฀)NTERNET฀POLICIES�

THEY฀LEAVE฀THEMSELVES฀VULNERABLE฀TO฀EXPENSIVE฀AND฀

DAMAGING฀LAWSUITS�฀SUCH฀AS฀SUITS฀BASED฀ON฀INAPPROPRIATE฀OR฀

DISCRIMINATORY฀E
MAILS฀DISTRIBUTED฀IN฀THE฀WORKPLACE�฀(E฀OFFERS฀

SEVERAL฀EXAMPLES฀TO฀BACK฀UP฀HIS฀CLAIM฀THAT฀EMPLOYERS฀ARE฀

MORE฀AT฀RISK฀THAN฀EMPLOYEES฀FROM฀LAWSUITS�฀4HIS฀SEEMS฀TO฀

CONTRADICT฀THE฀INFORMATION฀IN฀MY฀OTHER฀SOURCES�฀WHICH฀PRESENT฀

THE฀RISKS฀MOSTLY฀IN฀TERMS฀OF฀EMPLOYEES�฀PRIVACY�

/RLOV฀�


