
Outline For Initial Report
 
 
The responses you give to this survey will be kept confidential and will be used to 

evaluate the UWM campus's security practices generally.  Neither you nor your division, 

office or department will be publicly identified as the author of the content you 

contribute to the survey.

1. Virus Protection



Does your area have a standard virus protection product?

If yes, what is it? Where do you get the product (UWM web site, CD, Symantec website,etc)? How do you distribute it to your clients? 



Do your desktops run McAFee’s ePolicy Orchestrator?



Do you run your own ePO server or are you connecting to the I&MT EPO 


server

2. Passwords: length, complexity, lockout policy

Do you enforce minimum password complexity requirements on your desktops?



Do you have an account lockout procedure?

If yes, how do you implement this?

3. Incident Response



Do you have a documented procedure for responding to desktop 



security/virus incidents?



If so, please describe:


How do you find out about security problems?


Does your department check regularly for signs of security breaches or intrusion attempts?
4. Operating System Setup/Deployment/Maintenance



Do you enforce a standard desktop operating system?



Do you use IPSEC rules?



Do you use desktop firewalls?  If so, what kind?



Do you regularly update your desktop operating systems (i.e critical 


security patches, updates, and service packs?




If yes, how?


5. Account Management



Do you have a documented process for account management?



Do you have a policy on removal of permissions for departed 



employees/students?



If so, what is this policy?

6. Physical Security



Do you require your employees to lock their workstations or logoff when 


they are not at their PC?


Do you have a method for tracking hardware inventory?  If so, what is that 
           method?


Are there any physical security policies relating specifically to laptops?
7. Threat Analysis

How do you analyze potential virus or security threats to you desktops?  Is there a central resource you refer to? 
Does your area review desktop error logs on a regular basis?
8. Software Policies

Does your area block or remove Spyware/Adware? If so, how do you do so?



Does your area have a policy on non work-related software?  If so, what is 

that policy?



Can users install work related software?


Can users install non work-related software?


Are there any situations/applications where you require the use of 

   
            encryption on your desktops?


Do you track software licensing or otherwise audit software running on 

            your desktops?
9. Chain of Responsibility for Computers



Is there a central person in your area that can be contacted in case of a 


problem with a PC is noticed by Network Operations?

10. Disposal of Computers



How does your area dispose of old computer equipment?

Is there a process for ensuring data is destroyed? If so, how do you go about this and what programs (if any) do you use to erase data from hard drives?
What if the PC is inoperable?
11. End User Education

Are there any programs or documentation that you use for educating your users in desktop computer security?  



If so, please describe:

12. Technical Personnel Education

Do you have specific methods of educating your technical staff on desktop computer security? Do you have specific documentation that they are expected to know?

If so, please describe:

13. What virus and security issues require the most time from your department?  

14. What are your greatest virus and security concerns?

15. Policy Enforcement



Does your department have enforcement procedures for violators of 


Desktop Security Policies”

