ITD performance. Sunera did not evaluate or present any assessment of ITD"s maturity level in
the COBIT process implementation.

Table 1. Sunera Audit Summary Conclusions

Ohbjective Conclusion

Objective Control Objectives

P02 — Define the Information Architecture
PO2.1 Enterprise Information Architecture Model X 3
P02 2 Enterprise Data Dictionary and Data Syntax Rules X 3
P02 .3 Data Classification Scheme X 4
PO2_ 4 Integrity Management X 5
Al3 — Acquire and Maintain Technology Infrastructure
Al3. 1 Technological Infrastructure Acquisition Plan X (5]
Al3 2 Infrastructure Resource Protection and Availability X 6
7
7

Al3 .3 Infrastructure Maintenance X
Al3 4 Feasibility Test Environment X
D512 — Manage the Physical Environment

DS12.1 Site Selection and Lavout

DS§12.2 Physical Security Measures

D512 .3 Physical Access

D512 .4 Protection Against Environmental Factors
D512.5 Physical Facilities Management
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IT response methodology

ITD supports using COBIT, and is planning to use the latest version, COBIT 3, released in early
2012, to implement internal controls over its services. There are significant differences between
versions 4.1 and 5. A full discussion of those differences is out of scope for this document, but
where differences are relevant we will describe them. Our response will be in terms of COBIT 5
rather than the now outdated version 4.1. Table 2 shows how the control objectives (CO) of
version 4.1 map into the equivalent management practices in version 5.



