Conhidentiality Agreement

s Dowill g off Computer svaiems alie use,

e | will pot bog on to a system of acoess confidential information o allow ancther person acoess o
that imfommation o wo use that system.

= | owill repan any susplcion o know bed ge tha my access code, astheniation, of any conlsdenmal
inlrmation s been misumed or dise lised withous CUMC syiliodie ation

o | owill ned dhoowm load a0 tranaler computer files comaining confdential Information to any nos-
MY PCUMC awthosized computer, dam swompge device, porable device, telephose, of ather
device capahle of stocing digitheed data.

o | will oaly prim docaments conaining confidenial isformation in oa physically  secue
envimnmien, will not allow othe prosons’ acdes W peinted Comlidential isfomation, will sioew
all printed confidential information in a physically secume environmens. and will destmy all
pringed confidental information when my legitimace need Tor tha information ends ina way that
protects the coafldentlality of the information.

A [ will folow CUMC policies and proceduses regarding the use of any poabde devioes that may condain
confidential informatioa Induding the uwse of encry ption er other equivalest method of protecon.

4. | acknow kedge my obligaion 1o eeport e the CUBME Privecy Oflicer any pracibce by anotler peison thal
violaws these obligaiions or pas CUMC, i porsonnel, or s patienss at risk of a disclossne of
confldential infommation,

S5 1 will anly use my Columbda emall scoam to sesd and secelve message tha may i lude
confldential information and will pod e emal] (o send confdentlal infomation oot parties outslde ol
Columbia/NY P without prosection to provest unarhor ed acoess,

b U1 am involved 8 reseanch, any research willizng mdividually idestifiable peotec ted health inlommanion
will b perlomed in sccondance with federal, stabe, local smd [natitutional Review Board policies,

o0 1 nee longer need confidertlal infomanion, | will dispose in a way that asures others cannod wse or
dischose it Including follywing the lafomatien Technology policy bor dispesal of prsed conlidenzial
Injormation of elecronic eguipmein thal may Comtain conlkdential informatdon.

A | undersand that my communicaion wslng the Columbia University information petwork is nod privage
and the comem of my conmuenicaton may be moniored w proteo the con Ademialiy and securiny of the
thara

9 [ umdorstand that my obligation wnder this Agreement will continue after termination of my relationship
with CLME.

100 [ wesberseand that | have ne cight or osnenhip interest in any conlidential information relered 1o n this
Agreement. CUMC may ai any time revoke my access onde, or a¢oess io confldemsial information. At all
times daring my relatomship, [ wall actin the best interests of CUMC.

Name {primaj - Chate

Name (signy Depanment

A copy of this Agreement should be kept in the [epar onent



