- Cyber Security — Physical Security of BES Cyber Systems

Responsible Entities that identify that they have no BES Cyber Systems

categorized as high impact or medium impact according to the CIP-002-5.1
identification and categorization processes.

Effective Dates:
See Implementation Plan for CIP-006-6.

Background:

Standard CIP-006 exists as part of a suite of CIP Standards related to cyber security,
which require the initial identification and categorization of BES Cyber Systems and
reguire a minimurm level of organizational, operational and procedural controls to
mitigate risk to BES Cyber Systermns.

Maost requirements apen with, “Each Responsible Entity shall implement one or more
documented [processes, plon, etc.] that include the opplicable items in [Table
Referencel.” The referenced table requires the applicable items in the procedures for
the requirement’s common subject matter,

The term documented processes refers to a set of required instructions specific to the
Responsible Entity and to achieve a specific outcome. This term does not imply any
particular naming or approval structure beyond what is stated in the reguirements.
An entity should include as much as it believes necessary in its documented
processes, but it must address the applicable requirements in the table,

The terms program and plan are sometimes used in place of documented processes
where it makes sense and is commonly understood. For example, documented
processes describing a response are typically referred to as plans (i.e., incident
response plans and recovery plans). Likewise, a security plan can describe an
approach involving multiple procedures to address a broad subject matter,

similarly, the term program may refer to the organization’s overall implementation of
its policies, plans and procedures involving a subject matter. Examples in the
standards include the personnel risk assessment program and the personnel training
program. The full implementation of the CIP Cyber Security Standards could also be
referred to as a program. However, the terms program and plan do not imply any
additional requirements beyond what is stated in the standards.



