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03-16-2012, 5:21 PM, Jon Stone -- We should
consider encryption of our phones, In combination
with the lack of authentication the risk is very high.

03-05-2012, 5:34 PM, lon 5tone -- There has been a
pakttern of team members not securely storing
smartphone’s when not in use. A number of phones
are thought to have been stolen, We need to
increase training and oversight of secure storage.
03F-16-2012, 5:35 PM, Jon 5tone -- Another phome
weas stolen last week. We need o take immediate
steps.

03-16-2012, 5:15 PM, Jon Stone -- Our
Smartphone’s do not reguire any user
authentication, This gap reguires immediate
attent on.®

03-15-2012, 5:31 PM, Jon Stane - Given the
frequency of use by our physiclans In accessing the
EHR we should seriously consider two factor
authentication.

03-16-2012, 5:24 PM, Jon Stone - We currently do
not have Poliches and procedures in place for
Physical Security controls of Smartphone, Phones
are often not secured. Steps must be taken
immaediately to address this.

03-16-2012, 5:26 PM, lon 5tone -- Our Device
Destruction and Disposal Polickes and Procedures do
not refer to smartphones. Our procedures should
be amended to correct this gap. Bring this up at the
next compliance committee maeting.



