
Security Enhancement Proposal

Charlotte-Mecklenburg Board of Education
Presentation March 26, 2013
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Our Commitment 

“At Charlotte-Mecklenburg Schools, the highest
priority we have is to ensure the safety of our
students and our staff. All other priorities come
after that most sacred obligation. We have to learn
and constantly challenge ourselves to continue to
think about what it’s going to take to keep our
students and staff safe.”

- Superintendent Heath Morrison
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• CMS Police Department : 18 officers, 126 security associates 
and 8 dispatchers 

• 62 school resource officers at middle and high schools
• Camera systems at high schools, administrative sites, alternative 

education sites and select locations
• Safe schools plans, crisis plans, annual safe school audits, lock 

down drills
• Electronic visitor check-in systems at 86 schools
• Burglar and fire alarms, security and communication systems at 

all schools (intercoms and Walkie Talkies)
• GPS tracking systems (buses, support vehicles, CMSPD)
• 800 MHZ communication with first responders, minimal 

reception at facilities
• 24/7/365 staffed dispatch center

Current Security Measures
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CMS Police Department
24-Hour Monitoring
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Goal: Maximize Security of 
Students and Staff

• Clearly identify who is on campus and why
• Control access to school buildings
• Ensure seamless radio and video 

communications with law enforcement and first 
responder partners

• Connect schools in real time with a national and 
local safety network

• Reduce theft and vandalism, crime and deter 
bullying
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Safety Requires 
Collaborative Partnerships

Local Law Enforcement
• Charlotte-Mecklenburg Police Department
• Cornelius Police Department
• Davidson Police Department
• Huntersville Police Department
• Matthews Police Department
• Mecklenburg County Sheriff’s Office 
• Mint Hill Police Department 
• Pineville Police Department

Department of Homeland Security
Charlotte Fire Department
Mecklenburg County Fire Marshal
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Endorsement of Law Enforcement Partners
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Ongoing Security Measures

• Annual training of all school staff
• Annual review of each school’s emergency 

response plan
• Annual table-top drills to assess vulnerability
• Emergency simulation drills
• Crime prevention through environmental 

design (CPTED) coordinated effort with 
building services
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Key Features

• Secure identification system, including 
electronic access, visitor management 
system, student and staff identification in all 
schools

• Improved communication with first 
responders  using bi-directional amplifiers 
(BDAs)

• Security cameras in all schools 
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Benefits
Identify 
Visitors 

Secure 
Access to 
Buildings

Improve
Emergency

Communication

Reduce
Crime 

and Deter 
Bullying

Reduce 
Theft

Electronic Access/ 
Visitor 
Management
System/ Students, 
Staff IDs

X X X X X

Cameras X X X X

Bi-Directional 
Amplifiers 

X X
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Secure Identification System 
• Electronic access system requires visitors to

be admitted to schools with video camera
monitoring and verbal communication
 Reduces need for master keys
 Enhances flow to playgrounds, buses, 

mobile classrooms and multi-building 
campuses

• Visitor management system immediately 
monitors visitors against a national database of 
registered sex offenders and against CMS 
“banned” list
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Secure Identification System

Identification badges provide picture identification 
of students and staff, possibly using “smart” 
technology for multiple applications such as food 
service, transportation, media 
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Electronic Access

13



Improved Communications 
with First Responders

• Bi-directional amplifiers are needed in 69 sites 
to improve communications with Law 
Enforcement and First Responders especially 
during emergencies

• Emergency personnel (police, fire and medic) 
have identified this as a major need 
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Security Cameras
Camera quantity and placement will vary depending upon the site. High schools
currently have cameras; some line-of-sight gaps exist. This proposal provides cameras for
elementary and middle schools and fills in coverage gaps at high schools. Currently, there
are 2,500 cameras in schools. This proposal increases the number of cameras to 6,500.

Includes Open Network Video Interface Forum cameras (life span 5-10 years), extended
recording capacity, switches, software and panic buttons in front office.
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Schools Range Standard

Elementary (89) 16 – 32 cameras 24

Middle (39)
(including K-8) 32 – 64 cameras 48

High (24) 50 – 100 cameras 75

Alternative (4)



Video Monitoring
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Component Costs
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Component Amount

Electronic access, visitor management system $3,012,070

Bi-Directional Amplifiers (BDAs) $4,140,000

Cameras $12,045,247

Subtotal $19,197,317

Temporary planning and installation support $123,600

TOTAL $19,320,917



Annual Recurring Costs
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Component Amount

Electronic access, visitor management 
software  application licenses $75,000

Bi-Directional Amplifiers (BDAs) annual fee $16,905

Additional bandwidth to support cameras $777,000

Cameras: preventive maintenance and repair 
($60/camera x 4,000 new) $240,000

Data center hardware: rack space, cross 
connects, power $54,480

TOTAL $1,163,385



Timeline
• Presentation to Board of Education 

March 26, 2013
• Proposal to County Commissioners

April 16, 2013
• Planning and installation 2013-14

Summer 2013, review school security plans, conduct table-top 
drills, conduct training

By August, student and staff identification cards will be 
implemented and electronic access installed

By January, visitor management systems, entry video systems and 
panic buttons will be installed. Visitor management systems follow 
VoIP upgrade, which is scheduled to be completed in November.

By June 2014, BDAs will be installed in 69 sites. The vendor will 
install at night and on weekends so school is not disrupted.

• Training and implementation
2013-14 and ongoing
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Reviewers
• Bond Oversight Committee
• Superintendent’s Teacher Advisory Committee
• Senior staff and zone superintendents
• Principals Leadership Advisory Team
• Department of Homeland Security
• U.S. Investigative Security Services Agency
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