Security Analysis 

Using Network Traffic Flows

Participant Requirements

This is a group project to involve up to three participants for the current academic year.  This project will involve fundamentals found in the disciplines of software development and security engineering.  Specific activities include requirements analysis, system design, application development, system test, network traffic analysis and security analysis.  The participants should be able to capture and analyze functional requirements, develop a system design to meet these requirements and test for valid processing using sample network traffic flow data.

Overview

Cornell currently collects and processes network flow records from the wide area network (WAN) routers for the purposes of analyzing indications of and identifying compromised or virus infected systems within the Cornell infrastructure.  This processing is performed by a series of automated scripts that process the data daily and upon identification automatically alerts and notifies the appropriate individuals.  

This project will focus on algorithm design and development within the infrastructure described above.  Algorithms will be developed to introduce intrusion detection capabilities based upon both signature and anomaly based analysis.  Specific algorithm enhancements will be jointly developed within the initial phase of this project (requirements analysis and system design).  Signature based detection will be based upon well understood network traffic characteristics and anomaly based detection will be developed using observed system characteristics.

Deliverables

1. Oral presentation/demonstration outlining accomplishments and capabilities

2. Technical paper defining technical capabilities, design, etc.

