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Letter from RILA

RILA and University of Arkansas’ study on Mobile Technology in the Retail Store brings together the industry’s 
leading retailers, consumer product manufacturers and solution providers to examine the potential risks of a 
still emerging technological innovation and explore possible methods for mitigating risk. 

Through qualitative interviews and focus groups with shoppers, thieves and industry experts, site visits, store 
intercepts, quantitative surveys and action research, insights were captured from asset protection executives 
with decades of retail experience as well as from key external constituents. The final framework reports on 
risks from five perspectives: customer, technology, retailer/store, employee and product. 

The findings contained in this report are the most comprehensive of any similar study to date. Findings 
reveal key risks in each of the five categories including: (1) customers’ tolerance for validation in the form of 
exit inspections; (2) non-scans, battery-life, EAS device removal and deactivation, wireless failure, E-receipt 
delay; (3) large footprint stores with invisible spots, multiple exit points,  reduced opportunity to upsell 
and cross-sell; (4) fear of layoffs, inability to master technology and resistance to change, apathy toward 
increased shrink; and (5) unique challenges with the sale of bulk items, produce, loose bakery, age-restricted 
products, identity-required products, and prescriptions.

In addition to research findings, the study includes a helpful risk checklist of possible solutions that can 
be used to mitigate top risks.  We encourage retailers to use the framework, findings, and checklist as a 
launching pad to investigate their own unique situations and to achieve success with mobility initiatives. 

RILA would like to thank University of Arkansas for their collaboration and leadership on this study. RILA 
would also like to thank Checkpoint Systems and Ernst & Young for their support and their continued 
commitment to helping retailers achieve excellence in asset protection operations. And,  we would like to 
thank RILA’s Asset Protection Leaders Council, and the many retailers, product manufacturers and solution 
providers who participated in the study. We look forward to continuing our collaboration with retail’s asset 
protection executives as they tackle challenges and take advantage of opportunities in the year ahead. 

Best wishes for a great 2014 filled with growth and prosperity,

Lisa LaBruno, Esq.

Senior Vice President, Retail Operations 
Retail Industry Leaders Association (RILA)





Executive Summary

This research assessed the risk associated with mobile point-of-sale, 
a retail innovation that is expected to be implemented in some form 
by about 30% of all retailers in the US and is under consideration 
by the majority of the others. In order to fully understand the risks, it 
was necessary to have a comprehensive and detailed understanding 
of the eco-system of technological capabilities, retail store 
attributes, and customer attitudes and beliefs. It was also necessary 
to understand precisely how the mobile innovation disrupts the 
transaction processes around which loss prevention is currently 
designed. We then assessed risk from five separate perspectives: 
technology, employee, retailer/store, product, and customer.

Deconstructing the Mobile Checkout Process

Mobile technology allows for a fundamental change in location 
and timing of the traditional sequence of processes—i.e., scanning, 
payment, and validation—of a checkout transaction. This change 
as well as the increased customer autonomy disrupts many of 
the existing loss prevention processes—e.g., video surveillance, 
employee monitoring of baskets, synchronous scanning and 
payment, removal of EAS devices—that are embedded in or 
designed around the transaction process.

Against this backdrop, to better understand how retailers should 
pursue this emerging technology and benefit from its enormous 
potential, we developed a comprehensive risk framework using a 
multimethod approach.

A Risk Framework for Mobile POS

Technology Risk. Technology failures, such as mis-scans, battery-
life, wireless, e-receipt delay or failure, are the major concern with 
technology risks as they could severely erode customer satisfaction. 
Some technology-enabled detection processes, such as EAS devices, 
also need process redesign due to the need for an employee to 
remove the devices.   

Employee Risk. These risks may be classified into three categories. 
First, those that have implications for transaction completion 
including the need to train employees both to use the new 
technology and to train them to deal with customers unfamiliar 
with the technology. Second, there are risks involving the potential 



for increased shrink because employees may give information to 
shoplifters pertaining to the potential weaknesses of the deterrence 
systems with mobile POS, and because of an increased apathy to 
shrink given that the transaction is no longer their responsibility. 
Finally, we observed some concern that technology may replace 
human labor and thus there were some signs of resistance to the 
mobile innovation.     

Retailer/Store Risk. There are several risks related to the type of 
retailer and type of store. Larger stores with multiple exit points 
are hard to monitor. There could be negative effects on customer 
satisfaction due to decreased aesthetics in stores that use corrals 
to separate different checkout modes, a decreased opportunity to 
cross-sell and up-sell because of decreased employee touchpoints, 
and the risk of erroneous accusation of theft after a genuine scanning 
or payment error. 

Product Risk. There are two difficulties. First, products that do 
not have barcodes, such as bulk, produce and bakery, cannot 
be scanned by customers using the normal procedures for other 
products. Second, products that need age or identity verification, 
or need to have EAS devices removed also need to have a process 
built-in for employee involvement. 

Customer Risk. We identified two major concerns. First, if due to 
increased customer autonomy in the transaction, the retailer needs 
to conduct exit inspections or other quality audits, customers  are 
not tolerant of this sort of transaction validation. Second, some 
forms of mobile technologies require customer identification (e.g., 
customers scanning with mobile phones may need to be registered) 
and we found that customers had a variety of concerns related to 
their privacy.  

The risk framework has been designed as a tool to measure risk from 
mobile technology. We are confident that retailers who embrace the 
framework, actively engaging the loss prevention function in the 
multi-functional project teams working on mobile, are more likely 
to unlock the full benefits of the new technology. At the same time, 
taking the proactive steps needed to get in front of the risks and 
solutions identified in the report will mitigate the risks. The authors 
look forward to learning about these success stories in years to come.
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Many retailers in the US are either implementing or exploring 
mobile technologies either for store employees or for customers [2]. 
These mobility initiatives may be driven by one or more of several 
factors including the potential to increase customer convenience, 
the potential to use technology to engage with in-store shoppers 
as they make their purchase decisions, and the potential for cost 
savings. Some estimates predict that about 30% of retailers have 
implemented or will implement mobile point-of-sale (POS) in 
some form by the end of 2013. They also estimate that mobile POS 
shipments will cannibalize 12.4% of traditional POS shipments by 
2016. However, implementing new technological innovations is 
inherently risky and could result in harmful consequences that are 
detrimental to the strategic growth and positioning as well as the 
efficient operations of retailers. 

The retail industry consists of firms that are diverse with respect 
to their customers, product types and assortments, locations, store 
footprints, and a host of other factors. Retailers considering a 
mobile strategy, conducting pilot-tests, and already implementing 
mobile POS in some form include Apple, JC Penney, Home Depot, 
Lowes, Nordstroms, Sam’s Club, Stop & Shop, Walmart, and many 
small independent retailers including vendors at farmers’ markets 
and mall-based speciality stores. These retailers and their stores 
represent a diverse range when considering product assortment, 
store footprint and layout, customer base, level of service expected 
and provided, and whole host of other retailer characteristics. The 
general risk framework in this report provides an organized structure 
to the risks that may be applied to specific contexts, studied in more 
depth, and quantified by individual retailers.

As we will detail in this report, we conducted a comprehensive study 
of the risk and issues associated with this new store innovation – mobile 
POS. We conducted a day-long focus group with the loss-prevention 
leadership of several retailers and technology providers. The study 
included interviews with experts from six of the top ten retailers in 

I n t r o d u c t i o n

“we 

identified 

existing and 

emerging 

mobile POS 

scenarios 

in the retail 

industry.”
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the US by revenue and several others listed in the top one hundred. 
These retailers represented general merchandize, supermarkets and 
hypermarkets, apparel, department stores, DIY/home improvement, 
drugstores and pharmacies, specialty stores, and warehouse stores. 
We also conducted interviews and site visits with several technology 
providers, including security, surveillance, and EAS device providers 
and point of sale system vendors. The site visits included among 
others, two of the global leaders in security systems, one of the 
global leaders in POS systems, and a European future-store that is a 
laboratory for retail innovation. To gain a systems level perspective, 
we interviewed two consulting firms with expertise in the mobile 
payment industry. To gain a ground-level view, we conducted action 
research by visiting several retail stores around the country that have 
already implemented or are piloting mobile POS and walked through 
the process as customers. On the customer side, we conducted store 
intercepts at three major retailers to capture customer attitudes and 
beliefs toward mobile innovations in the store. We also conducted 
a focus group with shoplifters, and analyzed data from a survey of 
shoplifters who had been apprehended and data from a focus group 
of habitual offenders. Appendixes 1 and 2 provide the details of our 
research method. 

From these several research activities, we identified existing and 
emerging mobile POS scenarios in the retail industry. These included 
customers scanning products with their mobile phones, employees 
scanning products with mobile devices on the sales floor, customers 
processing payments with mobile wallets or with electronic credit 
cards, employees processing credit card payments on the sales floor 
and many other variations. From these several current and emerging 
scenarios, we identified three separate processes that need to occur 
for a successful transaction and record of that transaction – item 
scanning, payment for a basket of items, and validation of the 
transaction. We analyzed characteristics of these scanning and 
payment process scenarios – were they fixed or mobile location, 
and also were they employee assisted, unassisted, or automated. 
Based on these characteristics, we identified six separate types of 
scanning and six separate types of payment scenarios – for a total of 
36 separate combinations of these scanning and payment scenarios. 
We present a deeper analysis of three representative examples of 
these transaction process scenarios that pose different risks. The 
scenarios can each be combined with one of five possible methods 
of validation of the transaction. These representative scenarios are: 

Mobile Point-of-Sale 
and Loss Prevention: 
An Assessment of Risk 
Introduction
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(1) a store employee who scans a customer’s basket with a mobile 
device on the sales floor and processes a credit card payment using a 
mobile device, (2) a customer who scans products during shopping 
on the sales floor using a store mobile device, and then processes 
a payment at a regular self-checkout lane, and (3) a customer who 
scans products shopping on the sales floor using their mobile phone, 
and then makes a payment using a mobile phone using a mobile 
wallet or a mobile credit card.

We conducted several customer and shoplifter focus groups and 
surveys based on the several plausible scenarios and present the 
results that represent risk from a customer perspective. In addition, we 
visited several retailers who are piloting or have implemented mobile 
POS solutions, and engaged in action research by walking through the 
process and critically evaluating the inherent risks. We also conducted 
focus groups with loss prevention experts from retail firms, interviews 
with technology experts and consultants. Based on these various 
inputs, we formulated a risk framework.

Our risk framework is broad, as the strategic drivers of innovation 
as well as the operational challenges associated with implementing 
innovation cannot be compartmentalized in departmental 
silos. Such a major initiative at a retailer is usually managed by 
multidisciplinary teams, each with their own responsibilities and 
occasionally conflicting goals yet with a common underlying 
objective. There are tradeoffs to be made such as finding the right 
balance for the level of shrink with customer convenience. In some 
cases, there are hard choices to be made to introduce measures 
that will mitigate malicious shrink, but at the risk of negatively 
impacting customer experience. In these cases, a comprehensive 
and nuanced understanding of the issues surrounding the measures 
and their possible effect on customers can help to design processes 
that may achieve the objective of reducing shrink without negatively 
impacting the customer experience. Innovation decisions and 
operational implementation cannot be compartmentalized within 
functional areas as the decisions made by one team will affect 
other teams. The findings from our research point to the need for 
loss prevention teams to work closely with purchasing, supply 
chain, store operations, human resources, merchandizing, and other 
teams to design integrated systems and store processes to achieve 
strategic outcomes.

We identified shrinkage as a major risk for a firm implementing mobile 
POS. Shrinkage is a term that has different definitions, and we use the 
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term as used in a broad sense1: “intended sales income that was not 
and cannot be realized.” Lost sales are the bane of retailers in this 
competitive retail environment, and while it is difficult to estimate for 
a variety of reasons, one estimate quantifies retail shrinkage worldwide 
in 2011 at $119 billion or 1.45% of sales. For some retailers, this 
percentage is likely to be higher. The negative effect of shrink on the 
bottom line may be mitigated by increasing sales (e.g., by enhancing 
the customer experience with innovative technology, or by increasing 
customer convenience by making the shopping and checkout process 
quicker and easier). Shrink may also be mitigated by decreasing loss 
(e.g., by reducing the unrecorded removal of items from the store due 
to operational failure, repurposing labor to improve on-shelf product 
availability, by redesigning shopping and loss prevention processes to 
counter new malicious shrink risks that may arise with mobile POS). 
In some cases, it may be necessary to live with some loss if it will 
simultaneously help with top line growth. In others, it may be more 
efficient to reduce the bleeding and to moderate the loss of inventory.

Beck and Peacock posit a typology of shrink that includes four 
“buckets”. We believe that mobile POS which primarily impacts 
store processes and transactions on the sales floor has the potential 
to impact two of these buckets: malicious shrink by customers and 
operational shrink due to process and technology failures. There are 
three major reasons for why we expect these two buckets to be affected 
by a shift to mobile POS – even if mobile channels supplement rather 
than replace existing in-store checkout channels: (1) many emerging 
mobile checkout scenarios feature increased customer autonomy – 
and the lack of employee monitoring of these transactions can result in 
an increase in both malicious and operational shrink, (2) EAS devices 
need to be deactivated before customers leave the store and with 
increased autonomy, there may not be a touchpoint with an employee 
to facilitate this removal, and (3) because mobile transactions do not 
occur at a predictable fixed location in the store, it is harder to monitor 
these transactions using existing surveillance methods such as CCTV.

We had no reason to believe that mobile POS would impact inter-
company fraud and we were not able to find or gather any evidence that 
there would be an impact on internal theft. Expressed as a percentage 
of total shrink however, in 2011, malicious customer shrink (43.2%) 
and operational shrink (16.2%) accounted for 59.4% of loss, and 
therefore mobile POS has the potential to have a considerable adverse 

Mobile Point-of-Sale 
and Loss Prevention: 
An Assessment of Risk 
Introduction

1See Beck, A. and Peacock C. (2009) New Loss Prevention: Redefining Shrinkage Management.  
New York: Palgrave Macmillan.
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effect on firm profitability if associated risks are not well understood 
and carefully managed.

Examining the various risks, we report on the following major findings 
which will be explained in greater detail in this report:

Innovation is Occurring Quickly, but Will Take Some Time to be 
Completed. Of the many possible emergent mobile POS scenarios, 
not all will see widespread adoption – due to some of the risks that 
are detailed in this report and because of the better fit with different 
technologies based on retailer type.

”One Size Does Not Fit All”: There may be a need for segmentation 
by age, gender, and income among customers who opt to use mobile 
channels due to drivers of behavior including the utilitarian benefits 
from mobile shopping, shopping experience, and inhibitors including 
privacy concerns. Else the benefits from the innovation will not be 
realized because customers do not adopt the technology.

Tolerance for Validation: Exit inspections and other quality audits 
need to be carefully designed and where possible integrated into other 
shopping processes in order to avoid eroding customer satisfaction. 

Operational Shrink: It is likely that initially there will be difficulties 
for both customers and employees due to technological issues and 
process issues that will result in increased shrink.

Malicious Shrink: We find no direct evidence from habitual 
shoplifters that malicious theft will be impacted. There is however 
concern that customers will take opportunistic advantage of 
increased customer autonomy in checkout processes and become 
offenders, and also that habitual shoplifters will use mobile checkout 
processes to create distraction.

Mobile Point-of-Sale 
and Loss Prevention: 
An Assessment of Risk 
Introduction
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R e t a i l e r s  a r e  e v a l u a t i n g  a  n e w  w a v e  o f  m o b i l e 

t e c h n o l o g i e s  f o r  p o s s i b l e  i n t e g r a t i o n  i n t o 

t h e i r  s a l e s  o p e r a t i o n s .  B e n e f i t s  i n c l u d e  l a b o r 

c o s t  s a v i n g s ,  c u s t o m e r  c o n v e n i e n c e ,  a n d 

c u s t o m e r  e n g a g e m e n t .  T h e r e  a r e  a l s o  r i s k s 

i n v o l v e d  i n c l u d i n g  m a l i c i o u s  t h e f t ,  o p e r a t i o n a l 

i n e f f i c i e n c i e s ,  p o s s i b l e  e r o s i o n  o f  c u s t o m e r 

l o y a l t y  f o r  v a r i o u s  r e a s o n s ,  t e c h n o l o g y  f a i l u r e , 

a n d  e m p l o y e e s  u n p r e p a r e d  f o r  t h e  i n n o v a t i o n .  

Before assessing risk due to a technological innovation, it was 
necessary to understand that technological innovation. Therefore, 
our first task was to define our research scope and to then assess 
based on currently available information, what parameters and 
capabilities define that innovation in the immediately foreseeable 
future. Despite the inherent risk in introducing an innovation, such 
as a mobile technology, into a retail store, there is a compelling case 
for such an initiative. It can be argued that the current generation of 
retail customers in comparison to previous generations is increasingly 
technologically proficient, self-sufficient, seeks greater convenience, 
and, at the same time, expects an enhanced shopping experience. 
Mobile technology enables retailers to respond to these evolving 
traits and potentially to take advantage of them to increase sales and 
decrease costs. In a competitive retail landscape, it behooves retailers 
to innovate in order to maintain and to grow their market shares. 

With the proliferation of smartphones, customers accustomed to 
searching for products and to do comparison shopping online are 
starting to do the same in the store. Further, customers accustomed to 
researching product quality and gathering their own information via 
consumer reports as well as social media websites, when they have 

M o b i l e 
T e c h n o l o g y  i n 
t h e  R e ta i l  S t o r e : 
W h y  a n d  W h y  N o t ?

“I have used mobile 

shopping, but not 

using my smartphone. 

I used the store’s 

mobile scanner. I 

found the process 

saved time and 

allowed me to bag my 

groceries the way I 

prefer them bagged.”

Customer (female, 30-39)

“Convenience and 

efficiency are all 

well and good 

for both customer 

and business but 

I am concerned 

about the loss of 

interaction and 

discourse, even in the 

seemingly mundane 

act of checking out a 

purchase with 

a cashier.”

Customer (male, 40-49) 
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the ability to do so, naturally seek to do the same in-store. Customers 
accustomed to the transactional efficiency of an online purchase from 
the comfort of their home may not be as patient when waiting for a 
store employee to checkout a line of customers in the store. Customers 
accustomed to the media-rich and content-laden marketing used by 
e-commerce sites and television may react well to similar marketing 
via mobile channels. Thus, there is a case made that mobile POS will 
make in-store shopping more attractive for the customer by enhancing 
both convenience and shopping experience (Exhibit 1).

Customers scanning their own purchases also frees up the time of 
store employees who currently process sales transactions. This could 
reasonably be expected to result in either labor cost savings or improved 
store execution because the store employees can be repurposed to 
stock shelves, respond to customer requests, or to perform other duties 
that may improve store operations. Given these many possibilities, it is 
unsurprising that many retailers are pursuing mobility initiatives.

Anticipating possible negative outcomes and externalities helps with 
choices between alternative technologies, better design of operational 
processes, better design of training programs for employees, and 
preventative or ameliorative measures that may help counter harmful 
consequences. These possible negative outcomes are numerous, 
complex, difficult to foresee, and difficult to quantify. Examples of 
risks are increased malicious theft due to decreased ability to monitor 
transactions, increased operational shrink due to process complexity, 
unforeseen negative effects on customer satisfaction, negative effects on 
employees, technology failure, and technology limitations (Exhibit 1).

L a b o r 
c o s t 
savings  

Store execution  Customer 
convenience  Customer satis-
faction  Customer engagement 

O m n i -
c h a n n e l 
experience

Malicious theft  Operational 
shrink  Complex process for customers  

Employee training  Technology 

failure  Technology limitations

Exhibit 1 Benefits/Risks from Mobile Technologies

Mobile Point-of-Sale 
and Loss Prevention: 
An Assessment of Risk 
Mobile 
Technology in 
the Retail Store: 
Why and Why Not?
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Point-Of-Sale and Checkout
Broadly speaking, with respect to physical location, a checkout 
process may be either confined to a predetermined fixed location 
in the store or it might be mobile (i.e., it is not necessarily confined 
to a predetermined fixed location in the store). There are three ways 
in which retailers may introduce or exploit mobile technology in the 
store for checkout: (i) the mobile technology may be in the hands and 
under the control of the customer, (ii) the mobile technology may be 
in the hands and under the control of a store employee, or (iii) the 
technology may be an artifact placed in the store environment (in 
effect, the transaction is automated because neither the customer 
nor the employee control the technology). There are many variants 
within these broad categories (e.g., a customer may use their own 
smartphone or they may use a store device) and some retailers may 
give their customers multiple ways in which they could checkout 
with mobile devices (not to speak of existing channels including 
employee-assisted checkout at cash registers and self-checkout 
lanes). Most large retailers do not foresee that mobile POS will 
replace traditional POS systems, but that mobile POS will be an 
additional shopping channel in the store. 

Because there does not appear to be a dominant configuration that 
may emerge as the choice of most retailers and because different 
configurations are likely to be a good fit for different retailers, we 
believe that there are many mobile checkout scenarios that will 
be operational in the short- to medium-term. Each of the many 
configurations of checkout possibilities has its own idiosyncratic 
risk factors and, therefore, we attempt to enumerate these checkout 
processes by characteristics (whether they are fixed or mobile, and 
whether they are assisted checkout, self-checkout or automated).

Risk Framework
There are many agents and environmental factors involved in 
the retail industry that will influence innovation and will also be 
affected by innovation. In order to have an organizing structure, we 
organize the risk framework by examining the risks through several 
perspectives: technology, employee, retailer/store, product, and 
customer. This framework is shown in Exhibit 2.

Mobile Point-of-Sale 
and Loss Prevention: 
An Assessment of Risk 
Mobile 
Technology in 
the Retail Store: 
Why and Why Not?



   9

Mobile POS for 
Loss prevention

Employee perspective
++Fear of layoffs
++Inability to master 		

	 technology
++Resistance to change
++...

Exhibit 2  Risk Framework

Technology perspective
++Non-scans
++Battery-life
++E-receipt delay
++...

Customer perspective
++Tolerance for validation
++Privacy concern
++Security concerns
++...

Product perspective
++Bulk items
++Produce
++Loose bakery
++Outdoor items
++...

Store/Retailer 
perspective

++Invisible spots
++Multiple exit points
++Aesthetics
++...

We present detailed research findings where available, and also list 
and explore other issues related to each of these perspectives that 
will help to guide retailers implementing or improving their mobile 
POS initiatives. It is important to note that the effect of these agents 
and environmental factors will interact and due to the complexity of 
these multiple influences as well as each unique context, individual 
retailers should conduct a detailed evaluation tailored to their own 
specific situation.

Mobile Point-of-Sale 
and Loss Prevention: 
An Assessment of Risk 
Mobile 
Technology in 
the Retail Store: 
Why and Why Not?
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Th e  c h e c k o u t  p r o c e s s  i n  a  m o b i l e  POS    w o r l d 

c o n s i s t s  o f  t h r e e  p h a s e s ,  n a m e l y  s c a n n i n g , 

p a y m e n t  a n d  v a l i d a t i o n .  Th i s  p r o v i d e s  r e t a i l e r s 

w i t h  v a r i o u s  o p p o r t u n i t i e s  t o  i n t e g r a t e  m o b i l e 

t e c h n o l o g i e s  i f  t h e y  s e e  a  t e c h n o l o g y - p r o c e s s  f i t .

In order to conduct a risk assessment of mobile POS, it is necessary 
to first understand how mobile POS changes the checkout process 
in the store. We begin with an analysis of a POS checkout process 
at the most elemental level so as to be able to understand what 
parts of existing checkout processes may need to be re-engineered 
to accommodate mobile checkout. When we examine a customer 
who goes through a traditional employee assisted transaction in the 
store, although there can be many variations and added components 
end-to-end in the process, there are three components as shown in 
Exhibit 3.

“I would LOVE 

having the 

option of 

paying with my 

smartphone. 

In my ideal 

world, all of 

these processes 

would be 

digital: payment, 

receipts, etc. “
Customer (female, 20-29)

“I would love 

using mobile 

checkout. It 

would make 

my life easier 

tenfold.”
Customer (male, 30-39)

C h e c k o u t
P r o c e ss   i n  a 
M o b i l e  P O S  W o r l d

Exhibit 3  Checkout Process

Scanning 
process

Payment 
process

Validation 
process

Surveillance and Detection
Scanning process

Mobile assisted
Automated
Mobile self-service (scanner app – smartphone)
Mobile self-service (scanner device)
Fixed assisted
Fixed self-service

Payment process 

Mobile self-service (phone/store device) 
Fixed self-service
Mobile assisted
Fixed automated
Fixed assisted
Mobile self-service (phone)
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1. Scanning Process There is a data capture that identifies the items 
that the customer wants to purchase. This is usually accomplished 
electronically by means of an optical scan (e.g., a barcode scan) of an 
identification label (e.g., a barcode) on the package of the product.

There are however product types/retailers that are exceptions to this 
typical scenario. Some products, such as bulk grocery, need to be 
weighed, some products, such as loose bakery, do not have barcodes, 
but there needs to be an item count, some apparel and other items 
at some retailers (e.g., some department stores and specialty apparel 
stores) are RFID tagged. 

2. Payment Process There is transfer of tender from the customer to the 
retailer for the value of the products that were scanned. This is usually 
accomplished by means of cash or electronic funds transfer, such as 
debit/credit cards, store cards and third party payment systems.

As with scanning, there are exceptions. Part or all of the payment may 
be through store or manufacturer coupons.

3. Validation Process The retailer needs to be reasonably assured 
that the customer has scanned and paid for all the items that they 
have with them when they leave. This process can take different 
forms and different retailer types use some of these components.

>> Cashiers at checkout counters visually inspect baskets, shopping 
carts, and the person of the customer when they scan and accept 
payment for products. They are able to help customers deal with 
operational errors that might result in shrink as well as act as a 
deterrent to malicious acts of theft.   

>> Some retailers conduct exit inspections that match store receipts 
to the items in a shopping cart (e.g., some electronics specialty 
stores, some membership clubs).

>> Some high-value/high-shrink products have electronic article 
surveillance devices (e.g., hard tags, soft tags, spider wrap) on the 
items and these are removed or deactivated by a store employee.

>> Other forms of surveillance, such as video cameras, alert store 
employees walking the aisles and stationed at the exits, detect 
anomalous behavior that may indicate malicious acts of theft.

Fixed and Mobile POS
With traditional fixed location POS, scanning, payment and 
validation processes mostly happen at the same time and the same 
place—at predetermined points, usually near the store exit (except 

Mobile Point-of-Sale 
and Loss Prevention: 
An Assessment of Risk 
Checkout Process in a 
Mobile POS World



   12

for department stores and some other retailers). With mobile POS, 
the scanning process, the payment process, and the validation 
process may happen at different places that are not predetermined 
and at different times. For example, a customer may scan items 
using a mobile phone when browsing for products in the store. They 
may then use their phone to make an electronic payment at an NFC 
terminal. Alternatively, they may walk up to a store employee who 
has a mobile device capable of processing an electronic payment. 
This can cause challenges for loss prevention as existing processes 
that relied on this synchronicity as well as the predictability of 
location will have to be fundamentally changed to adapt to the new 
scenarios. One example is a video camera that monitors a self-service 
checkout lane and which can synchronize a POS transaction record 
with a customer’s scanning motion before the item is bagged. If the 
two do not synchronize, then an exception is recorded. However, 
with mobile POS, it is not possible to place a video camera so that 
it can record every scanning motion. Therefore, in this scenario, a 
new solution has to be found—a different form of validation in the 
checkout process.

Some mobile scenarios involve a greater degree of autonomy for 
the customer. Because some forms of the validation process as 
well as surveillance and detection methods feature store employee 
involvement, this is an important factor in evaluating risk in the shift 
to mobile. We therefore also examine differences between checkout 
scenarios based on whether the transaction processes are employee 
assisted, self-service, or automated.

We thus have six scanning scenarios (shown in Exhibit 4) and six 
payment scenarios (shown in Exhibit 5) based on these characteristics 
that have implications for loss prevention. Some (like fixed assisted 
scanning) are for comparison purposes, as this is still the most 
common scenario in use. Others (like mobile self-service scanning) 
are the emerging scenarios that are the subject of this research 
and therefore of primary interest. Still others (like fixed automated 
scanning) are scenarios that have been tested and with technological 
advances and cost decreases could emerge in the medium-term. The 
list below includes descriptions of these scenarios that help explain 
how they are or may be operational in stores: 

1. Fixed Assisted Scanning A store employee scans products at a 
fixed point of sale.

2.	Fixed Self-service Scanning A customer uses a fixed self-scan terminal.
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Similarly, there are six payment scenarios:

1. Fixed Assisted Payment: A store employee accepts cash or credit/
debit cards at a fixed POS.

Mobile Point-of-Sale 
and Loss Prevention: 
An Assessment of Risk 
Checkout Process in a 
Mobile POS World

3.	Fixed Automated Scanning Products on a belt are automatically 
scanned by a 360 scanner.

4.	Mobile Assisted Scanning A store employee uses a mobile device 
to scan items for customers on the sales floor.

5. Mobile Self-service Scanning A customer uses either a store 
mobile device or their own mobile phone to scan items as they 
shop on the sales floor.

6. Mobile Automated Scanning Smartcarts equipped with EPC-
readers or 360 scanners automatically record items as customers 
put tagged products in the cart.

Some of these encompass several possible actualizations – for 
example, fixed self-service payments could mean a customer 
making a secure transaction using a mobile phone and an NFC 
payment terminal. It could also mean a customer using their mobile 
phone for a secure transaction through an online payment portal.

AutomatedAssisted Self-service

Exhibit 4 Scanning Process

M
ob

ile
Fi

xe
d

Automated



   14

2. Fixed Self-service Payment: A customer uses a fixed self-service 
register to pay using cash or credit/debit cards.

3. Fixed Automated Payment: Payment is charged to a customer 
store account or credit card enabled by a link to customer ID and  
to product scanning software.

4. Mobile Assisted Payment: A store employee uses a mobile device 
to process credit/debit card payments for customers on the sales floor.

5. Mobile Self-service Payment: A customer uses their mobile phone 
for virtual credit card or mobile wallet payments using wifi/3G or 
NFC terminals.

6. Mobile Automated Payment: Smartcarts equipped with EPC-
readers or 360 scanners automatically charge a customer store 
account or credit card account.

Exhibit 5 Payment Process
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Additional Elements of the Checkout Process 

1. Bagging
This creates a complication in a mobile scenario because of the 
need to provide access to bags that are usually placed near fixed 
checkout terminals. There are multiple possible solutions:

>> Provide bag stations distributed around the sales floor. Either customers 
or store employees bag products after scanning and payment.   

>> Provide reusable bags for sale at the entrance. Customers either bring 
their own bags or purchase them when entering.

>> Provide bag stations at the exit. When customers use baskets or carts, 
they can bag when leaving the store.

>> Provide bag containers on shopping carts. Customers can scan and 
bag as they walk the sales floor.

2. EAS Device Removal
Because allowing a customer to remove an EAS device defeats the 
purpose of the device, this is also a complication, but there are 
possible solutions:

>> Provide employees with mobile EAS removal devices.

>> Provide secure EAS device removal stations on the sales floor that 
only employees can use.   

>> Flag items with EAS devices in the scanning system so that 
customers who self-scan are asked to go to an employee-staffed 
station to remove the EAS devices.

>> Synchronize EAS soft tags with scanning so that a customer with 
an ID deactivates the device when scanning.

3. Age Verification, Identity Verification, and Prescription
Because age or identify verification and prescription purchases 
usually require employee involvement in the transaction, the 
increased customer autonomy associated with mobile scenarios 
requires some process change:

>> Flag items that need age or identity verification in the scanning 
system so that customers who self-scan are asked to go to an 
employee-staffed station for verification. 

>> Depending on legality, pre-approve registered customers to self-
scan using their mobile phones or checkout store devices.
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>> Depending on legality, provide age verification (driver license) 
self-scanners at self-service scanning terminals.   

4. Increased Importance of Validation
With fixed location checkout processes, validation is at least partly 
integrated into the scanning and payment transactional processes. 
This is easy for three reasons:

>> Employees involved in the transaction can be used to check 
baskets against payments without necessarily having a separate 
process. In this case, validation is integrated into scanning and 
payment. In comparison, if customers can checkout using their 
mobile phones without employee assistance, a validation check 
necessitates a separate exit inspection.

>> Automated EAS devices can be removed by store employees as they 
complete the transaction. In comparison, if a customer is allowed to 
remove EAS devices, an alternative validation method is required.

>> Self-scan lines are easy to monitor using video and store employees 
because customers are funneled into this pre-determined location. 
In comparison, if the customer self-scans on the sales floor, again, 
an alternative validation method is required.

Possible Alternative Approaches to Validation
Below we list and discuss a few key possible alternative approaches 
to validation, with the advantages and disadvantages of each:

1. Corralling
Physically segmenting customers by mode of checkout (separate lanes 
for assisted checkout, mobile scan, and self-checkout channels).

Advantages

>> Speed and convenience for customer.

>> Potential labor savings for retailer.

>> Ability to implement channel-specific validation or detection 
methods (e.g., audit based on data capture for mobile self-checkout).

Disadvantages

>> Potentially detracts from store aesthetics and the customer experience.

>> The multiple channels and the corrals use up more floor space.
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Likely suited to

>> High traffic, large footprint, diverse assortment general 
merchandise stores.

2. Data Capture and Analytics-based Audit
First time mobile self-checkout users, those who have been 
previously flagged for mistakes, and others who are flagged as 
threats are selected for audit.

Advantages 

>> Minimizes inconvenience for regular users and for honest customers.

>> More feasible for retailer than 100% check.

>> Customers may be trained to use the process in their first experience 
and thus true errors may be decreased.

Disadvantages

>> May inhibit customer adoption due to the inconvenience in their 
first experience.

>> Organized criminals and habitual shoplifters are likely to learn 
which customers will not be audited and exploit this knowledge. 

>> Need to track customers (potential to create fake new identities).

Likely suited to

>> Mobile self-checkout stores that require customer registry for use.     

3. 100% Audit
All customers are checked when exiting the store.

Advantages  

>> Effective as a deterrent because malicious shoplifters know that 
they will be audited.

>> Potential to prevent the occurrence of “errors”.

Disadvantages 

>> Customers have very low tolerance for the practice.

>> Implementation not feasible except for small baskets and so it 
may be easy to add extra unpaid items to the basket.
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Likely suited to  
>> Membership stores.

>> Stores with high value, high shrink products.

>> Stores with small basket sizes.

4. Employee Engagement and Monitoring
Employees engage with the customer on the floor and monitor 
customers for transaction errors and malicious acts.

Advantages
>> Customer engagement may result in upselling and cross-selling 
opportunities, as well as enhancing the customer experience and 
process satisfaction.

>> Intolerance for validation is minimized as validation is disguised 
in the interaction. 

Disadvantages 

>> High labor costs for high traffic stores.

>> Malicious shoplifters may be able to avoid these interactions.

Likely suited to
>> Department stores, home improvement, fashion apparel, 
electronics, and other high engagement stores.

5. Employee Assistance on Transaction Completion
Interaction with an employee immediately preceding or following 
payment (which may or may not be assisted), including EAS 
deactivation, bagging and product warranty.

Advantages 

>> Customer engagement may result in upselling and cross-selling 
opportunities, as well as enhancing the customer experience and 
process satisfaction.

>> Intolerance for validation is minimized as validation is disguised 
in the interaction.

>> Increased labor costs.

Disadvantages
>> The requirement for employee interaction reduces the convenience 
benefits from the mobile transaction.

Likely suited to 
>> Department stores, home improvement, fashion apparel, 
electronics, and other high customer engagement stores.
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T h r e e  r e p r e s e n t a t i v e  e m e r g i n g  m o b i l e  POS   

s c e n a r i o s  a r e  d i s c u s s e d  i n  d e p t h .  I n  e a c h  o f 

t h e s e  s c e n a r i o s ,  w e  d e s c r i b e  h o w  m o b i l e 

t e c h n o l o g i e s  c o u l d  b e  u s e d  t o  a s s i s t  c u s t o m e r s 

d u r i n g  t h e  s h o p p i n g  p r o c e s s ,  a n d  d i s c u s s 

p o t e n t i a l  b e n e f i t s  a n d  d i s a d v a n t a g e s .

Mobile Assisted Scanning and Mobile 
Assisted Payment
A store employee equipped with a mobile device on the sales floor 
processes a customer transaction. The store employee scans the 
products in the customer’s basket and uses a credit card terminal 
attachment to accept payment (as shown in Exhibit 6).

Advantages
Provides the customer with the convenience of being able to 
incorporate their browsing with their transaction without having 
to seek a cash register. Gives store employees the opportunity to 
engage with the customer and to cross-sell/up-sell. The key benefit 
here is that the interaction with the customer may occur before the 
customer has made their final purchase decision, thus allowing 
the store employee to influence that decision. Assuming that store 
employees will have the means to remove EAS devices, customers 
may be able to exit the store without having to find fixed terminals 
or stations and potentially have to wait in line for service. 

Disadvantages
Especially in busy periods, it can cause customers some frustration 
if they are not able to locate a store employee to help them, though 

T h r e e 
R e p r e s e n t a t i v e 
Em  e r g i n g  M o b i l e 
P O S  S c e n a r i o s

Exhibit 6 Employee with Mobile 
Device Scenario
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they could always find a fixed cash register. Bagging is a problem 
for a high service retailer as store employees may have to go to the 
nearest bagging station on the sales floor. If the employees’ mobile 
device cannot print a receipt, the customer will have to have a 
mobile phone in order to receive and display their e-receipt as proof 
of purchase. If the device is an iPad, iPod, iPhone or Android, it is 
typically not retail rugged and is an asset that needs to be secured.

Implications for Loss Prevention 
Because this scenario involves employee involvement, it is probably 
not very different from existing department store configurations 
that have fixed registers at locations on the sales floor. There is one 
feature that may act as a deterrent to malicious acts, such as paying 
for only some items and leaving with others for which payment 
has not been made. Because payment is by credit card, the retailer 
has identified the customer and our focus groups indicated that all 
types of shoplifters are reluctant to offend on a visit in which they 
have provided some form of identification. Offenders may however 
walk out without making a payment of any kind, using a bag from a 
bagging station as a cover. If it does not interfere with the shopping 
experience, a random exit inspection could be incorporated into 
the process as a deterrent, though e-receipts may be a complication 
requiring a store employee to view a customer’s personal phone.

Mobile Self-service Scanning with Store 
Device and Fixed Self-service Payment
A customer registered with the store uses a store mobile device to 
scan products as they shop on the sales floor. The mobile device 
records the scanned products and creates an electronic ID for the 
basket that can be transferred to the store system. As they exit the 
store, the customer uses a self-service lane to make a payment based 
on the electronic basket ID (as shown in Exhibit 7).

Advantages
Provides the customer with the convenience of being able to 
incorporate their browsing with their transaction without having to 
seek a cash register. Store mobile devices are retail rugged and have 
a long expected usable life. They may be more reliable for scanning 
than a customer device.

Exhibit 7 Customer with Store Mobile 
Device
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Disadvantages 
Difficulty scanning due to technology problems or due to customers 
lacking in scanning proficiency can be a challenge, though they 
could always find a fixed cash register if this is the case. Bulk grocery 
and loose items, such as bakery, require separate processes causing 
inconvenience for customers. Age verified products and EAS tagged 
products require employee intervention. Typically, these devices are 
expensive for the retailer, tend to be more bulky than a smartphone 
for the customer to use require a sizable investment, and they are 
also additional assets that need to be protected. 

Implications for Loss Prevention
Because this scenario does not involve employee involvement 
and the scanning cannot be easily monitored given that it is not 
at a fixed location, this scenario is potentially problematic for loss 
prevention. If it does not interfere with the shopping experience, an 
exit inspection could be incorporated into the process. This scenario 
is a candidate for corralling, as the scanning devices need to be 
returned and therefore this creates a natural funnel for customers 
exiting the store, thus enabling channel specific validation. 

Mobile Self-service Scanning with 
Smartphone and Mobile Self-service Payment
A customer registered with the store uses a smartphone to scan 
products as they shop on the sales floor. The mobile device records 
the scanned products and creates an electronic ID for the basket 
that can be transferred to the store system. Before they exit the store, 
the customer uses the smartphone to make a payment via a mobile 
wallet or virtual credit card terminal based on the electronic basket 
ID (as shown in Exhibit 8). 

Advantages
Provides the customer with the convenience of being able to 
incorporate their browsing with their transaction without having to 
seek a cash register. The retailer can engage with the customer through 
their mobile device by providing product information, product 
reviews, social media content, and product recommendations. The 
key benefit here is that product recommendations can be targeted 
to the customer based on the preference information revealed 
by the products the customer has scanned. Assuming that none 
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of the products in their basket require EAS device removal or age 
verification, customers may be able to exit the store without having to 
find fixed terminals or stations and potentially not have to wait in line 
for service. The physical device does not cost the retailer anything 
and customers have the convenience of using a familiar device.

Disadvantages
Difficulty scanning due to technology problems or due to customers 
lacking in scanning proficiency can be a challenge, though they 
could always find a fixed cash register if this is the case. Bulk grocery 
and loose items, such as bakery, require separate processes causing 
inconvenience for customers. Age verified products and EAS tagged 
products require employee intervention. The customer has an 
e-receipt on their personal device, which poses some challenges at 
exit inspections.

Implications for Loss Prevention
Because this scenario does not involve employee involvement 
and scanning cannot be easily monitored given that it is not at a 
fixed location, this scenario is potentially problematic for loss 
prevention. If it does not interfere with the shopping experience, 
an exit inspection could be incorporated into the process. This 
scenario could be a candidate for corralling, so that all customers 
who use this channel are asked to exit through a specific lane, thus 
enabling channel specific validation. Falsified e-receipts with the 
date changed from a previous visit are a possibility.
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R e t a i l e r s  n e e d  t o  b e  a w a r e  o f  t h e  t e c h n o l o g i c a l 

r i s k s  a s s o c i a t e d  w i t h  m o b i l e  t e c h n o l o g i e s  i n 

a  m o b i l e  POS    w o r l d .

Based on interviews with technology experts and based on 
action research at stores, we identified the following risks from a 
technology perspective:

>> Non-scans

>> Battery-life

>> EAS device removal and deactivation

>> Wireless failure

>> E-receipt delay on mobile device

>> Other system failures

Non-scans 
A customer might use a scanning motion with their mobile phone 
or with a store mobile scanner. However, it is possible that the 
item may not scan, and with some devices and systems in use, the 
customer may not realize that it was an improper scan. The result 
is that when the item is removed from the store, this is a cause for 
operational shrink as the retailer would not receive payment and the 
item would still be in inventory.

To safeguard against this situation, a display on the mobile phone 
that lists the items scanned might help. Because this requires the 
customer to monitor the list, it is likely to be more effective to build 
in feedback in the form of a distinctive sound (say “woosh!”) that 
lets the customer know that the scan was successful. Our customer 
focus groups indicated that a primary concern was the fear of 
making an inadvertent mistake and being accused of theft, and the 
audio feedback would serve to alleviate that concern.       

R i s k s  T e c h n o l o g y 
P e r sp  e c t i v e

“I think shoplifting 

wouldn’t necessarily 

become easier -- 

just new methods 

would be created. 

For example, if there 

were employees 

walking around that 

could check out a 

customer, a friend of 

said employee could 

pretend to have 

bought an item, or a 

customer can pretend 

they were rung up 

and had a receipt 

(that hadn’t reached 

their e-mail yet) sent 

to them.“ 

Customer (male, 20-29)

“Email receipts would 

be a big incentive 

for me to use mobile 

shopping.“ 

Customer (female, 20-29) 
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Battery-life
A customer using a mobile phone to scan items would be 
considerably inconvenienced if their phone battery died during the 
shopping trip, as they would have to locate an alternative channel 
and scan all items again, perhaps having to wait in line. When in 
scanning mode, mobile phones use up power comparatively quickly 
and so this is a concern for retailers as it could erode customer 
satisfaction on the visit.

One remedy that enables an informed decision by customers is to 
provide them with a warning about their battery life when they access 
the scanning application. They can then decide whether or not to 
use the mobile shopping channel based on the expected length of 
their shopping trip. Another possible solution is to have a charging 
station—although it is unrealistic to expect charging stations to be 
meaningful to the customer who has a long shopping list, it could 
be helpful to the customer who has a fairly short shopping list and 
is shopping during a busy time, such that they just need a shot-in-
the-arm charge to a dead or near-dead battery so the customer can 
complete the quick shopping trip.

EAS Device Removal and Deactivation 
One aspect of using mobile technology is that the customer often has 
increased autonomy in completing their transaction. Removing an 
EAS device involves store employee intervention so that a customer 
cannot circumvent the device.

Designing a removal/deactivation process that does not require 
customers to locate a store employee poses a problem, but 
technology may be able to provide the solution. One solution is 
to link scanning and/or payment with deactivation and/or removal. 
Thus, if deactivation automatically triggers scanning/payment, there 
is a built-in safeguard against unrecorded deactivation or removal 
of EAS devices.

Wireless Failure
Store employees or customers with mobile devices that rely on 
store wireless systems will not be able to use a mobile channel 
if the wireless fails. This could erode customer satisfaction on the 
shopping visit because of the unfulfilled expectation of being able 
to use the more convenient channel.
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One remedy is a technology solution that provides backup 3G/4G 
systems that kick in when wireless fails. Thus, the customer 
experience will be seamless as they will be shielded from the 
wireless failure. 

E-receipt Delay on Mobile Device
There could be delays or non-receipts in customers receiving 
e-receipts on their mobile phones so that when they exit the store 
they have no proof of purchase. The delay or non-receipt could 
be because of a malfunction in the store system or the customer’s 
email server. The customer’s email server may also delay delivery of 
a message because of security or other concerns. In these cases, the 
customer could be accused of attempted theft or at the very least 
experience a delay in leaving the store.

Although some of these occurrences might be unavoidable, at the 
very least, there should be a standard process and store employees 
and security personnel should receive adequate training on how to 
quickly verify the purchase using other means while being sensitive 
to customer satisfaction.   

Other System Failures
In our action research at several different retailers, we experienced 
other system failures where the checkout system froze, the scanning 
device did not function, and there was a glitch in linking product 
scans to a store account. Such failures may be difficult to eliminate 
especially in the initial stages of implementation.

Store employees trained to handle exceptions will be vital to 
minimize harm from these failures. In one case, although an 
employee experienced difficulties with the system themselves and 
could not fix the problem, they immediately gave store credit when 
there was some doubt about whether a payment had gone through, 
so that the customer did not risk a duplicate payment. Quick 
response and a transparent explanation might serve to alleviate any 
frustration experienced by the customer.
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R e t a i l e r s  n e e d  t o  c o n s i d e r  t h e  e m p l o y e e 

p e r s p e c t i v e  a s  t h e y  e v a l u a t e  m o b i l e 

t e c h n o l o g i e s  t o  p l a y  a  c r i t i c a l  r o l e  i n  i n -

s t o r e  b u s i n e s s  o p e r a t i o n s .

Based on our customer focus group responses and open-ended 
responses on surveys, as well as our observations and conversations 
with employees as we conducted our action research in retail 
stores, we identified the following potential risks from an employee 
perspective. Note that further research involving store employees 
would be needed to assess the level of risk for each of the listed risks:

>> Fear of layoffs

>> Inability to master technology and resistance to change

>> Impatience with customers

>> Opportunity for employee-aided loss

>> Apathy toward increased shrink

Fear of Layoffs 
From a variety of sources, this emerged as the foremost concern 
of many people, including customers in focus groups and survey 
respondents (some who reported that they worked in the retail 
industry themselves). The fear was that the increased customer 
autonomy enabled by many mobile POS scenarios would result 
in stores reducing their in-store labor force. Some customers even 
stated that they would not use mobile POS because they did not 
want this to happen. The risk therefore is that adopting mobile POS 
may lower morale and/or trigger resistance to the innovation.

Reassuring employees that their jobs were not in danger, and 
instead repurposing them from checkout lanes to performing other 

R i s k s  Emp   l o y e e 
P e r sp  e c t i v e

“An additional 

downside to mobile 

checkout is a possible 

decline in jobs in 

stores using it.“  

Customer (female, 20-29)

“In general, 

technological 

‘advances’ that replace 

human-to-human 

interactions with 

dramatically inferior 

human-to-machine 

interactions irritate 

me. The fact that huge 

masses of people lose 

their jobs due to 

it (and that money 

simply goes to pad the 

bottom lines of the 

companies involved) is 

not terribly attractive 

to me either.” 

Customer (female, 50-59) 
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operational (e.g., restocking shelves) and customer engagement 
activities could alleviate concerns. Publicizing this reassurance to 
customers may also serve to increase adoption by customers, as 
well as help with public opinion on the matter.           

Inability to Master Technology and Resistance 
to Change 
We found when visiting stores, adopting employee-assisted mobile 
POS channels that on more than one occasion, some employees 
were not able to use the devices and that they instead used more 
traditional channels. At least in one case, they seemed resistant 
to the idea of changing to the new checkout system because they 
thought that the old process was quicker and easier for them to 
complete a transaction.

Designing training programs that show employees how to use mobile 
POS systems and devices seems like a necessary step, especially as 
the new process is intended to increase customer convenience and 
to enhance the shopping experience.       

Impatience with Customers 
Our customer focus groups show that customers fear that using 
mobile self-checkout might be challenging for them to navigate 
without error and if store employees are not patient with customers 
as they learn how to use the new processes, this could kill adoption 
and have a negative impact on the shopping experience.

Employee protocols that stress the need to educate customers on how to 
use the new checkout processes, as well as help enhance the shopping 
experience as they use it for the first time could help adoption.

Opportunity for Employee-aided Loss 
Our focus groups with shoplifters showed that they relied on 
knowing internal systems and processes to be able to circumvent 
these systems and processes. In some cases, this knowledge came 
from being former store employees. In other cases, they had friends 
and acquaintances who were retail employees.

Shoplifters indicated an initial reluctance to shoplift in the face of these 
new checkout processes because they did not fully understand the 
systems of checks and balances. However, if they had confederates 
in the store that could explain the new processes and parameters, 
this could spur shoplifting that could increase shrink. Further, given 
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the increased customer autonomy of some forms of mobile POS, it 
does not appear to be a reason that malicious shrink will increase by 
direct actions of confederates at the scanning and payment stages of 
checkout. However, with the increased importance of validation, there 
could be opportunity for confederates to aid shoplifters at that stage.        

Apathy toward Increased Shrink 
It is possible that because some forms of mobile POS increase 
customer autonomy in the checkout process, store employees 
are no longer directly responsible for or have control over these 
transactions. It is possible that they may not feel responsibility for 
either operational or malicious shrink that may be the outcome of 
these transactions.     

Retailers may need to investigate how they might motivate store 
employees who are not part of the asset protection team to monitor 
customers and transactions.
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R e t a i l e r s  n e e d  t o  c o n s i d e r  t h e i r  p h y s i c a l 

s t o r e  c h a r a c t e r i s t i c s  a n d  t h e  s e r v i c e s  t h e y 

o f f e r  c u s t o m e r s  a s  t h e y  e v a l u a t e  m o b i l e 

t e c h n o l o g i e s  f o r  i n t e g r a t i o n  i n t o  t h e i r  i n -

s t o r e  b u s i n e s s  o p e r a t i o n s .

Based on our customer focus group responses, action research in 
retail stores, and shoplifter focus groups, we identified the following 
potential risks from a product perspective:

>> Large footprint stores with invisible spots

>> Multiple exit points

>> Negative impact on aesthetics

>> Reduced opportunity to upsell and cross-sell

>> Erroneous customer accusation

>> Increased technology, equipment, and other costs

>> Bagging

>> Warranty

>> Staffing for assisted mobile checkout

Large Footprint Stores with Invisible Spots 
Many existing surveillance devices, such as fixed location cameras, 
rely on being able to funnel customers through the point of 
transaction (e.g., cameras at self-checkout lanes that synchronize 
POS transactions with customer’s motions). Because some mobile 
POS scenarios feature transactions that could occur anywhere on the 
sales floor, it becomes more difficult to monitor customers. Further, 
a perceived zone of surveillance in which a shoplifter feels as if 
they are being watched can be a deterrent. Large footprint stores 

R i s k s  R e t a i l e r /
S t o r e  P e r sp  e c t i v e

“I think the method of 

checkout has little 

to no impact on theft. 

People who steal 

don’t steal because 

of the method of 

checkout, but rather 

because they want 

to steal.”   

Customer (male, 20-29)

“Automatically 

scanning of phone 

is awesome. Provided 

that some reward 

system should be 

kept to encourage 

customers to use 

their phones for 

checkout.” 

Customer (male, 20-29)
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with invisible spots become particularly vulnerable because of the 
difficulty of monitoring customers and also because customers may 
not perceive that they are being monitored.

Retailers could explore the possibility of dummy cameras placed 
around the store (in addition to the cost of real surveillance 
equipment) that could increase the perception of monitoring. 
Motion activated electronic devices placed near high shrink items 
that emit sounds or blink when a customer passes by could also 
create the perception of monitoring.

Multiple Exit Points 
Validation becomes more difficult with higher labor costs in stores 
that have multiple exit points.

Corralling customers or separating them by their checkout channel at the 
point of checkout before they approach an exit may facilitate validation. 

Negative Impact on Aesthetics
Corralling which separates customers by their checkout channel 
(e.g., assisted, self-service, mobile) can have a negative impact on 
store aesthetics.

It may be possible to funnel customers to separate checkout lanes 
without physical barriers, so that there is a more open feel to the 
checkout area.  

Reduced Opportunity to Upsell and Cross-sell 
The increased customer autonomy that is a feature of some forms of 
mobile POS can mean that store employees have less opportunity 
to engage with the customer and less opportunity to influence their 
final purchases.

It is possible however that if the customer uses a mobile phone in 
the store during shopping, the retailer has increased opportunity to 
engage with them through the mobile phone. Providing product 
information, product reviews, and product recommendations based 
on their scans may be as effective or more effective than human 
interaction for some retailers.   

Erroneous Customer Accusation
A customer who does not scan an item in their cart due to a 
technical glitch with their mobile phone or app or who does not 
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receive their e-receipt before they exit can be accused of shoplifting. 
The possibility of an erroneous accusation is greater than in the 
past when employees scanned products or in the more controlled 
environment of a self-checkout lane.

Depending on their context, retailers will need to carefully design 
protocols for exit inspections and how employees handle exceptions 
when items in a basket do not match a receipt or when no receipt 
is available.       

Increased Technology, Equipment, and 
Other Costs
Enterprise systems that can handle multiple checkout channels 
and forms of payment, mobile devices for employees, increased 
validation costs, and increased surveillance equipment costs can all 
make mobile POS expensive.

Some of these costs should be offset by reduced labor costs at 
checkout and by reduced expenditure on cash registers.

Bagging 
Providing bags with all mobile checkout scenarios creates difficulties. 
High service retailers need to devise a process for store employees 
to access bags, whereas others will need to devise a process for 
customers to access bags.

High service retailers will need to have bagging stations on the 
sales floor so that an employee who completes a transaction can 
bag items for a customer with minimal delay. Others could either 
provide bags in shopping carts so that customers can bag as they go 
or near the exit when the customer leaves the store. Some customers 
may choose to bring reusable bags on each visit.  

Warranty
Electronics and other stores that require warranty registration need 
to devise a system for customers who buy certain products to register 
them before leaving.

Electronic kiosks or a warranty station manned by an employee near 
the exit maybe a solution. 
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Staffing for Assisted Mobile Checkout 
In the employee assisted mobile checkout scenario, staffing is a 
potential problem, as a customer who expects the convenience 
of mobile checkout will be disappointed if they had to seek a 
fixed location.

Staff optimization software might help with ensuring that there are 
sufficient store employees available based on store traffic patterns. 
Also, careful stationing of store employees on the sales floor in 
zones would help ensure that staff in the store are readily available.
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R e t a i l e r s  n e e d  t o  c o n s i d e r  p r o d u c t  c h a r a c t e r i s t i c s 

a n d  w h a t  i m p l i c a t i o n s  t h a t  w o u l d  h a v e  f o r  t h e 

i m p l e m e n t a t i o n  o f  m o b i l e  t e c h n o l o g i e s  i n  t h e i r 

i n - s t o r e  b u s i n e s s  o p e r a t i o n s .

Based on our action research and expert interviews, we identified 
the following risks from a product perspective: 

>> Bulk items, produce, and loose bakery

>> Age-restricted products, identity-required products, and prescriptions

Customer self-service mobile checkout involves a standard process 
in which the customer scans a barcode on an item before they leave 
the store. Any exception to this requires a separate process.   

Bulk Items, Produce, and Loose Bakery
These items may not have barcodes and therefore require the 
customer to go to a weighing station or a station with a kiosk that can 
print a barcode that can be scanned. Similarly, with loose bakery, 
the item barcode can be posted on the shelf and the customer 
can scan the barcode and then input the number of units on their 
mobile phone.

Age-restricted Products, Identity-required 
Products, and Prescriptions 
These require employee intervention so items that need age or 
identity verification are flagged in the scanning system so that 
customers who self-scan are asked to go to an employee-staffed 
station for verification. 

R i s k s  P r o d u c t 
P e r sp  e c t i v e

“Mobile shopping is 

a silly idea for large 

grocery purchases: 

everything would 

still have to be 

removed from the 

cart to be bagged 

before leaving the 

store. If you then 

add an inspection to 

it, then why should 

the customer do the 

work of scanning?“  

Customer (female, 50-59)
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R e t a i l e r s  n e e d  t o  c o n s i d e r  t h e  c u s t o m e r 

p e r s p e c t i v e  w h e n  e v a l u a t i n g  m o b i l e 

t e c h n o l o g y  s o l u t i o n s  f o r  i m p l e m e n t a t i o n  i n 

t h e i r  i n - s t o r e  b u s i n e s s  o p e r a t i o n s .

Customer Focus Groups
The primary findings from the customer focus groups were: 

>> What does mobile checkout mean to you? There was a wide range 
of views on what constituted mobile checkout, and some of the 
responses were not within the scope of a customer in a brick-and-
mortar store making a purchase from that retailer. Most seemed to 
be aware of the primary scenarios that are implemented or under 
consideration by retailers.

>> What are your prior experiences with mobile checkout? There 
was a fair amount of literacy about technologies (smartphone 
scanning, QR codes, mobile wallets) and potential use cases for 
mobile shopping. However, with the exception of some who 
had used mobile coupons (which may be considered a form 
of payment), the focus group participants had not used mobile 
checkout in the store.

>> What do you like or dislike about various mobile checkout 
scenarios? (some emergent scenarios were explained) Two 
broad themes emerged: they were drawn to the convenience 
primarily of mobile scanning as long as details, such as bagging, 
could be streamlined and had concerns primarily about mobile 
payments. In general, most people seemed to indicate that they 
would be open to using mobile shopping channels despite some 
reservations.

>> Why might you prefer to use one mobile checkout scenario over 
the other? The reasons for preferences for one over the other can 

R i s k s  C u s t o m e r 
p e r sp  e c t i v e

“Right now most 

stores do not have 

any kind of exit 

inspection. You can 

just walk right out 

the door. There is no 

need to go through 

the checkout lines. 

Exit inspections are 

obnoxious.“    

Customer (female, 20-29)

“I think financial 

interactions are 

unsafe on a mobile 

phone in general.“ 

Customer (female, 30-39)
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be organized into two categories: situational (e.g., difficult to 
scan products, large basket) and personal preferences that may be 
related to personality type (introverts do not like talking to people).

>> What can go wrong with mobile checkout? In contrast to the 
stated willingness to use mobile checkout in the previous sections 
despite the concerns voiced, the potential problems and difficulties 
voiced here were enough to deter usage. In general, the thought 
of technological glitches or the thought of being the victim of 
fraud or theft due to the vulnerability of mobile transactions was 
sufficient to make people think twice.

>> Do you think that the following (video surveillance, exit 
inspections, roaming store employees, loyalty cards, RFID-based 
EAS) will deter shoplifting in a mobile checkout scenario? In 
general, these participants (who were not offenders) believed that 
surveillance and tracing would be a deterrent to malicious theft.

Tolerance for Validation
Due to the increased autonomy of customer transactions and 
associated risks associated with mobile shopping, retailers should 
consider exit inspections in order to reduce additional malicious 
and operational shrink. Although mobile shopping provides many 
conveniences for customers and retailers alike, exit inspections 
involve risks that need to be carefully considered before integrating 
such mechanisms into existing business processes. A major risk 
faced when introducing validation procedures is that customers will 
not tolerate exit inspections. There are many plausible reasons why 
customers may have negative reactions to exit inspections, including 
perception of an unfair process, reaction to changes in the validation 
process, increased inconvenience, feeling of being mistrusted by the 
retailer, and privacy concerns. We studied customer reactions towards 
each of these concepts in depth and explain below why it is critical to 
understand customers’ tolerance levels for validation procedures when 
exiting stores. Below we explain some of the key concepts that are 
related to the consumer’s willingness to accept exit inspections, i.e., 
presenting the paid shopping receipt in combination with purchased 
goods. The five aspects of tolerance we studied are:

>> Tolerance for unfair process

>> Tolerance for changes in validation process

>> Tolerance for inconvenience

>> Tolerance for mistrust

>> Tolerance for privacy intrusion
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Tolerance for Unfair Process
Exit inspections might be viewed as an unfair process from a 
customer perspective because they may view them as a departure 
from what is the norm in retail. Customers are not used to exit 
inspections in the retail industry and they would need to adjust 
their fairness perceptions if retailers introduced exit inspections. 
Therefore, it is critical to understand how tolerant customers are 
towards the unfairness of the validation procedure. Among measures 
that retailers could take to reduce the perception of unfairness is 
to present the exit inspections not as a mandatory audit but as a 
process to assist customers with their transaction conducted by 
well-trained employees. A term like “customer service check” may 
be more effective to manage perceptions of the inspection.

Tolerance for Changes in Validation Process
Changing an existing process is difficult because customers dislike 
a disruption of their shopping routines. At present, exit inspections 
are not the norm in most retail stores and customers are used to 
leaving stores without being monitored and inspected. If validation 
processes change and exit inspections are introduced in combination 
with mobile shopping, the new validation procedures may interfere 
with a customer’s comfort with the shopping process. As a result, 
customers could feel annoyed, irritated, worried, scared, nervous 
or puzzled. Explaining that customers at all stores that use mobile 
POS were likely to be subject to similar checks could also help, as 
might framing the inspection as a means to help customers who 
were using the new technology.

Tolerance for Inconvenience
Inconvenience for customers is an important factor to consider when 
introducing exit inspections in combination with mobile shopping. 
Exit inspections can cause delays for customers if they have to wait 
in lines before they can exit the stores, and if they have to undergo 
a time consuming check. These delays are particularly likely in 
retail stores that have a high item-to-basket ratio because validation 
personnel will take a considerable amount of time to match the 
customer’s receipt with their shopping basket. Studies have shown 
that people are more tolerant of delays if they are told that it was for 
security reasons. Therefore, exit inspections framed as an exercise to 
ensure that their purchase is error free, and providing them and the 
store with increased assurance of a fair, safe and secure transaction, 
they are more likely to be tolerant of the inconvenience.  
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Tolerance for Mistrust 
Mistrust of the customer by the retailer is another important concept 
to consider in the context of exit inspections in combination with 
mobile shopping. This is due to the fact that customers might feel that 
they are not being viewed as being sincere and retailers would not 
trust them. This seems particularly the case for recurring customers 
and frequent buyers because they believe to have established bonds 
with their retailer of choice. A possible negative reaction as a result 
of perceived lack of trust could be that customers are insulted 
and stop visiting the store as a result of exit inspections. In order 
to prevent against this occurrence, stressing the bond of loyalty 
with regular customers and exempting those who are trustworthy 
and have a high likelihood of an error-free transaction from the 
inspection may help. Also, framing the inspection as an audit may 
have an adverse effect and rather framing it as a customer service 
intervention designed to facilitate the transaction could be effective.

Tolerance for Privacy Intrusion 
Customer privacy concerns are another critical aspect to take into 
account when introducing exit inspections in combination with 
mobile shopping. Exit inspections might be perceived as a privacy 
intrusion for customers because they may reveal information that 
makes customers feel upset, nervous or ashamed. Customers value 
their privacy and checking their bags they purchased might lead to 
negative reactions. Although it is natural for store employees to use 
the customer’s purchases as a topic of conversation, in some cases, 
(unless the customer initiates the topic) it may not be desirable. It may 
be more effective to initiate conversation to keep the focus away from 
the audit function of the inspection, but to use other topics that do not 
have the potential to be perceived as an invasion of privacy.

Privacy Concerns toward Mobile Shopping 
There are tremendous benefits associated with mobile shopping, 
but the associated privacy issues need to be examined because 
they could cause strong customer rejection. Customers have the 
perception that mobile shopping could be used to identify them 
in many more circumstances and could potentially lead to mobile 
spam based on prior purchases they made with a given retailer. As 
a result, many consumers are reluctant to purchase products using 
mobile technologies out of fear that the personal information they 
provide to the retail store could be compromised or misused. News 
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reports on identity theft, data breaches, and hacked bank accounts 
repeatedly report that customer information was inappropriately 
released. Further, despite the fact that mobile payment security 
mechanisms have similar high encryption standards as online 
interbank transfers, customers perceive mobile payments 
procedures as less secure. Hence, a thorough understanding 
of customers’ privacy concerns is critical when considering 
implementing mobile shopping in retail environments. We studied 
customers privacy concerns towards mobile shopping in depth. 
Below we explain four key concepts that are related to the extent 
to which customers are disturbed about the information collection 
practices of others and how the acquired information will be used:

>> Privacy concerns – collection

>> Privacy concerns – errors

>> Privacy concerns – unauthorized access (improper access)

>> Privacy concerns – secondary use

Privacy Concerns – Collection
Customers dislike the mere collection of personal and credit card 
information via their mobile devices. In this scenario, customers 
provide financially relevant information to the retailer and they 
no longer maintain control over what is going happen with the 
information in future. Therefore, it is critical to understand how 
concerned customers are in a scenario when retailers collect 
information as part of mobile shopping. Studies show that there 
are two relevant insights related to customer concerns about the 
mere collection of data. They are subject to framing effects so if the 
default is that information is collected, they are more likely to allow 
the collection than of they were asked to opt in. Customers are 
also subject to the illusion of control, so that if they are explicitly 
allowed to opt out they are likely to allow collection without 
negative perceptions than if they were not allowed to opt out. 

Privacy Concerns – Errors 
Another concern that customers have regarding mobile shopping 
is that retailers’ databases could include errors and might include 
inaccurate personal and credit card information. This could be 
caused by employees or due to outdated data (e.g., when a customer 
changes their cell phone number or receives a new credit card 
number), mistaken identity (another customer’s history replaces or 
is merged), or other errors. Therefore, it is critical to understand 
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how concerned customers are in a scenario when errors may be 
a result of mobile shopping or outdated databases from retailers. 
Providing loyalty customers with access to their stored information 
with a quick and easy process to correct errors and omissions could 
be a way to provide them with perceived control, and consequently 
to allay their concern.

Privacy Concerns – Unauthorized Access 
(Improper Access)
Customers are concerned that unauthorized employees or hackers 
could access their personal and credit card information when using 
mobile shopping. To avoid unauthorized access to their information, 
customers expect strict internal controls and they want that retailers  
to do everything they can to protect their information, no matter how 
much it costs. Therefore, it is critical to understand how concerned 
customers are in a scenario when unauthorized individuals would 
access their personal information provided via mobile shopping. 
Studies show that customers deciding what to reveal about 
themselves confound control over publication of private information 
with control over access/use of that information by others. Therefore, 
allowing people the right to opt out from information collection is 
likely to suffice for them to allow collection. 

Privacy Concerns – Secondary Use 
When confronted with mobile shopping, customers are concerned 
that retailers would use their personal and credit card information 
for purposes other than what they have authorized. Examples 
for secondary use of sensitive customer information would be 
unauthorized marketing campaigns (e.g., promotional SMS 
messages) or selling information to other retailers and marketing 
companies. Therefore, it is critical to understand how concerned 
customers are in a scenario when their personal information would 
be used for other reasons or by other entities. An assurance that the 
data will not be used for other purposes without explicit permission 
from the customer may be effective in alleviating concerns.  

The most critical findings in terms of customers’ tolerance for 
validation and privacy concerns are summarized in Exhibits 9-10. 
In these Exhibits, check marks are used to indicate the importance 
with three check marks indicating the effect is very strong and one 
check mark indicating a mild effect. 
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Gender Comparison
Overall, as shown in Exhibit 9, there are no gender differences in 
the influence of inhibitors (tolerance for validation and privacy 
concerns) on the intention to use mobile shopping. However, 
women are more influenced than men are by both utilitarian benefit 
from using the mobile shopping channel and the hedonic aspect—
i.e., shopping experience.

Men Women

Utilitarian benefit

Shopping experience

Tolerance for validation

Privacy

Exhibit 9 Gender Comparison

Age Comparison
Overall, as shown in Exhibit 10, the tolerance for validation and 
privacy concerns have a greater negative influence on the intention 
to use mobile shopping for customers over 40 years of age than 
those under 40 years of age. Also, intention to use for those under 
40 years of age is most influenced by the hedonic aspect—i.e., 
shopping experience. 

< 40 > = 40

Utilitarian benefit

Shopping experience

Tolerance for validation

Privacy

Exhibit 10 Age Comparison

Gender-Age Comparison
Interestingly, as shown in Exhibit 11, we find gender and age together 
have an effect as among those under-40, the intention to use for 
women is a little more influenced by the utilitarian benefit than it is 
among men and also a little less inhibited by privacy concerns than 
it is among men. Among those over-40, women are much more 
motivated to use mobile shopping because of the benefits, both 
utilitarian and hedonic (i.e., shopping experience).
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Men 
< 40

Men 
> = 40

Women 
< 40

Women 
> = 40

Utilitarian benefit

Shopping experience

Tolerance for validation

Privacy

Exhibit 11 Gender-Age Comparison

Income Comparison 
As shown in Exhibit 12, the intention to use mobile shopping is much 
more influenced by the utilitarian benefit among those with an income 
greater than $100,000 in comparison to the balanced set of drivers 
for those with an income less than $100,000. Further, higher income 
customers are not influenced by the shopping experience at all.

> 100K < 100K

Utilitarian benefit

Shopping experience

Tolerance for validation

Privacy

Exhibit 12 Income Comparison

Validation Procedure Comparison
As shown in Exhibit 13, comparing the different shopping channels 
(various mobile POS scenarios and traditional shopping), we 
observe some differences in the drivers and inhibitors to adoption. 
Although there is no difference in the effect of utilitarian benefits, 
we do observe that across the board, the shopping experience is a 
driver for mobile channels in comparison to its role in traditional 
shopping. We also see that privacy concerns are an inhibitor that 
may deter customers from adopting a mobile channel in comparison 
to its role in traditional shopping. Finally, in just the customer with 
phone mobile channel, the tolerance for validation is an inhibitor 
that may deter adoption in comparison to its role in traditional 
shopping. We see no evidence that tolerance for validation will be 
a significant inhibitor in a comparison of traditional shopping to the 
other mobile channels.     
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Employee 
with 
mobile 
device

Customer 
with store 
mobile 
device

Customer 
with cell 
phone

Traditional 
shopping 
scenario

Utilitarian 
benefit

Shopping 
experience

Tolerance for 
validation

Privacy

Exhibit 13 Key Emerging Scenario Comparison

Effectiveness of Deterrence Methods: Key Emerging 
Scenario Comparison
As shown in Exhibit 14, comparing across various mobile shopping 
channels, the most effective deterrent to shoplifting across the 
board is alert employees. Although video surveillance is a close 
second in most scenarios, it is not perceived to be an effective 
deterrent at all in the employee with mobile device scenario.

Employee 
with 

mobile 
device

Customer 
with store 

mobile 
device

Customer 
with cell 
phone

Traditional 
shopping 
scenario

Video 6% 26% 29% 26%

Store employees 53% 36% 36% 31%

Random checks 18% 14% 18% 13%

Registration 23% 24% 17% 30%

Exhibit 14 Deterrence Methods

Deterrence Methods Comparison
In comparison, the survey of shoplifters revealed that video and 
customer registration were viewed as the most effective deterrents 
to shoplifting. As shown in Exhibit 15, the shoplifter focus group 
revealed that they knew that store employees were too busy to 
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“I think shoplifting will 
happen at a consistent 
rate, regardless of how 
much surveillance a store 
has (be it cameras, cart-
examining on exit, etc). 
I feel like all attempts 
to prevent shoplifting 
don’t actually affect 
shoplifters, just regular 
shoppers. The best example 
of this is self-checkout 
where items are weighed. 
I’ve never shoplifted, but 
self-checkout systems seem 
to think that my items are 
either too heavy or too 
light, so I always end up 
needing a store employee 
to check me out anyways. 
I hate this, because self-
checkout is meant to 
save time when regular 
checkout lines are too 
long!” Customer (male, 20-29)
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conduct more than cursory exit checks. The shoplifter focus group 
also revealed that they were experienced with distraction and 
so were confident in their ability to circumvent monitoring by 
store employees. Our visits with technology providers revealed 
that modern video surveillance cameras had the ability to track 
customers as they walked the sales floor and that the resolution was 
good enough to read a receipt. Shoplifters are indeed apprehensive 
about this deterrent. Shoplifters are also very concerned with any 
means whereby they could be identified and therefore they avoid 
shoplifting in situations which require customer registration.

Effectiveness of Deterrence Methods

Video 37%

Store employees 18%

Random checks 14%

Registration 31%

Exhibit 15 Deterrence Method Comparison among Shoplifters in a Mobile Shopping Context

As shown in Exhibit 16, customers report that employee involvement 
after the transaction (employee assistance on completion) to 
be the most intrusive form of validation. They however report 
that employee involvement before the transaction (employee 
engagement) is the least intrusive form of validation.

Most 
intrusive

2nd 
most 

intrusive

3rd most 
intrusive

4th most 
intrusive

Least 
intrusive

Corralling 14 31 43 7 6

Data analytics 16 15 26 18 25

100% audit 15 23 15 27 22

Employee 
engagement

18 15 10 26 30

Employee 
assistance on 
completion

37 16 6 22 17

Exhibit 16 Validation Approach Intrusiveness (Percentages) 
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Ease of Shoplifting Comparison
Among various approaches to validation, customers perceive that it 
is easiest to shoplift with exit inspections based on mobile phones. 
As shown in Exhibit 17, they perceive that it is easier to shoplift 
with mobile phone checkout processes in comparison to employee 
engagement in the store.

Shoplifter Perceptions of Ease of Shoplifting

Traditional assisted 
checkout

26%

Mobile phone 42%

Store mobile device 14%

Employee with mobile 
device

16%

Exhibit 17 Ease of Shoplifting in Various Mobile Scenarios

Further, shoplifters perceive that it is easiest to shoplift in the customer 
mobile phone scenario, presumably because of the increased 
autonomy. They perceived it harder to shoplift in the customer with 
mobile device and employee with store mobile device scenarios. 
Because the customer with a store mobile device involves customer 
registration and because the employee with mobile device scenario 
involves a credit card rather than cash payment (both of which ID the 
customer), this is not too surprising (as shown in Exhibit 18).

Easiest 2nd 
most 

difficult

3rd most 
difficult

4th most 
difficult

Most 
difficult

Corralling 23 34 4 35 6

Data analytics 26 27 6 24 17

100% audit 21 21 6 26 26

Employee 
engagement

19 15 15 12 39

Employee 
assistance on 
completion

11 3 69 3 12

Exhibit 18 Ease of Shoplifting in Various Validation Conditions (Percentages)
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Shoplifter Focus Groups
Based on the data from the two focus groups, we identified three 
types of shoplifter, each with different motivations, capabilities, 
targets, and methods. We label them as follows:

1.	 Amateurs People motivated by desire (though not need) who 
steal objects for their own use. Such individuals in the focus 
group were young and lower income but not disadvantaged. They 
had been apprehended for theft, but were repeat offenders. They 
did not steal for resale and their targets were almost anything 
including apparel, accessories, and grocery.     

2.	 Professionals People who steal for a living typically steal for 
resale. Such individuals in the focus group were economically 
disadvantaged and they worked with others to execute an act of 
theft. They were selective in their targets, as they would only steal 
items for which they had an outlet for resale.

3.	 Kleptomaniacs People driven by psychological motivations and 
not by need. Such individuals in the focus group were affluent 
professionals (including a physician and a top-level manager). 
They did not steal for resale and although their typical target 
was apparel and accessories at department stores, they would 
sometimes steal other objects because of their need to steal. They 
had never been caught despite long histories of offending but 
were attending a support group to try to kick the habit.    

The primary findings from the shoplifter focus groups are:

1.	All shoplifter types that we identified in the focus groups 
(amateurs, professionals, and kleptomaniacs) rely on distraction or 
diversion to cover an act of theft (such as concealing an item on their 
person). For example, professionals will have a confederate engage 
with a store employee and stand between the store employee and 
the shoplifter so that they mask the act of concealment. In a mobile 
scenario, they could make a scanning motion without activating 
their mobile phone app.

2.	Professionals and affluent shoplifters stated that they would 
never shoplift on a store visit in which they had revealed their ID 
(by using a credit card for example). Therefore, shoplifters using 
mobile checkout scenarios, such as mobile self-scan (with phone or 
store device) that requires customer registration, would not shoplift 
on that visit.
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3.	Professionals stated that it was unlikely that the addition of a 
mobile shopping channel in the store would impact any of their 
usual shoplifting activities, such as leaving without paying and 
concealing some items at checkout. With the exception of increased 
checks at the exit, there was no reason why it would make these 
activities either easier or more difficult.

4.	Professionals and amateurs stated that they usually learned 
about store processes and surveillance from the inside – either by 
working in the retail industry or from friends who worked for the 
store. Professionals especially did not shoplift unless they knew 
what surveillance methods a store had in place. They did not expect 
mobile checkout to change their activities in the short run, as there 
was nothing that prevented them from activities they were already 
engaged in and they could see no immediate new opportunities that 
could be exploited. However, they were confident that once the 
new checkout processes were operational that they would figure 
out new ways to exploit the system—“it was only a matter of time,” 
said one shoplifter.
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I n  e v a l u a t i n g  t h e  r i s k s ,  f i r m s  c a n  c o n s i d e r 

t h e  t h r e e  k e y  p r o c e s s e s  i d e n t i f i e d  e a r l i e r .  T h e 

r i s k  c h e c k l i s t  s h o w s  t h e  v a r i o u s  s p e c i f i c  r i s k s 

a s s o c i a t e d  w i t h  e a c h  o f  t h e  t h r e e  p r o c e s s e s . 

W e  t h e n  d i s c u s s  h o w  t h e  r i s k  c h e c k l i s t  c a n 

b e  s p e c i f i c a l l y  u s e d  i n  v a r i o u s  c o n t e x t s .  T h e 

v a r i o u s  s o l u t i o n s  t h a t  c a n  b e  u s e d  t o  m a n a g e 

t h e  r i s k s  a r e  a l s o  d i s c u s s e d .

Processes and Risks 

R i s k  C h e c k l i s t

Technology

Non-scan

Battery-life

Wireless failure

Other system failures

Employee

Fear of layoffs

Inability to master technology/
resistance to change

Impatience with customers

Scanning Opportunity for employee-aided loss

Apathy toward increased shrink

Large footprint stores with 
invisible spots

Retailer/
Store

Reduced opportunity to upsell 
and cross-sell

Erroneous customer accusation

Increased technology, equipment, 
and other costs
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Bagging

Warranty

Staffing for assisted mobile 
checkout

Product Risk
Bulk, produce, and loose items

Age restricted, identity required, 
and prescription

Customer 
Risk

Privacy concerns

Technology

Non-scans

Battery-life

Wireless failure

E-receipt delay on mobile device

Other system failures

Employee

Fear of layoffs

Inability to master technology/
resistance to change

Payment Impatience with customers

Opportunity for employee-aided 
loss

Apathy toward increased shrink

Retailer/
Store

Negative impact on aesthetics

Reduced opportunity to upsell 
and cross-sell

Erroneous customer accusation

Increased technology, equipment, 
and other costs

Bagging

Warranty

Staffing for assisted mobile 
checkout

Product Risk
Age restricted, identity required, 
and prescription

Mobile Point-of-Sale 
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Customer 
Risk

Privacy concerns

Validation

Technology

Non-scans

Battery-life

EAS device removal and 
deactivation

Wireless failure

E-receipt delay on mobile device

Other system failures

Employee

Inability to master technology/
resistance to change

Impatience with customers

Opportunity for employee-aided 
loss

Apathy toward increased shrink

Retailer/
Store

Large footprint stores with 
invisible spots

Multiple exit points

Negative impact on aesthetics

Reduced opportunity to upsell 
and cross-sell

Erroneous customer accusation

Bagging

Staffing for assisted mobile 
checkout

Product Risk
Bulk, produce, and loose items

Age restricted, identity required, 
and prescription

Customer 
Risk

Tolerance for validation

Privacy concerns

This checklist, drawn from the framework developed, presents an 
operational guide to managing the assessment of risk related to mobile 
POS by asking you to provide the following two sets of information 
for each identified risk component. In order to identify both the 
importance and expected/current performance, it is advisable to 
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seek multiple opinions to perform the evaluations—for instance, in 
assessing employee risk, it may be prudent to get the input of IT 
managers who will implement the technology because they have 
prior knowledge about employee risks, store managers who will 
have knowledge of employee reactions to prior technologies, and a 
small group of employees to assess their feelings directly. 

The first set of information relates to how important you believe 
each risk component is to your firm and its operations. The scale is 
weighted from 0 to 100 (percent), with 0 indicating that it is “not 
at all important” to 100 indicating that it is “extremely important.” 
Note that this weight is used to assess the importance of the risk and 
not how well your firm performs on the factor, which is next. The 
total weight of risk factors in each category should add up to a 100%. 
This approach is called a constant sum method and emphasizes the 
need to understand and identify the most major risks and prevent 
the selection of all risks at a weight of 100.

The second set of information relates to how well your firm manages 
or is expected to manage the risk. This is on a scale from 0 to 100 
where 0 is extremely good and 100 is extremely poor. 

The weighted score assesses the risk associated with each factor and 
is computed as a product of (a) and (b). The higher the weighted 
score, the higher the risk. In order to manage risk, firms should 
specifically focus on highly weighted (high importance) risk factors 
that are evaluated poorly. The last column provides specific actions 
that should be taken to manage each risk.

Technology Risk 

Risk 
Component

Description of Risk Risk 
Importance 
(a)

Risk 
Evaluation 
(b)

Weighted 
Risk Score 
(a) x (b)

Possible actions to be taken to 
manage risk

Non-scans Customers scan 
is not recorded, 
increasing 
operational shrink 

Provide feedback such as a 
“swoosh” sound to customers 
on successful scans.

Battery-life Customers mobile 
phone does not have 
sufficient life for a 
shopping visit 

Provide a warning about 
remaining battery life when a 
customer begins a shopping visit.

Mobile Point-of-Sale 
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Risk 
Component

Description of Risk Risk 
Importance 
(a)

Risk 
Evaluation 
(b)

Weighted 
Risk Score 
(a) x (b)

Possible actions to be taken to 
manage risk

EAS device 
removal 
and 
deactivation

Products are tagged 
with EAS devices 
which need to be 
removed

Provide an exception process 
notifying the customer that they 
have to take certain EAS tagged 
devices to a store employee. 
Also, allow customer to remove 
EAS devices if the removal 
can be synced to trigger a sale 
record. 

Wireless 
failure

Customers and store 
employees cannot 
complete transaction 
due to wireless 
failure

Provides backup 3G/4G systems 
that kick in when wireless fails.

E-receipt 
delay on 
mobile 
device

If an e-receipt 
is necessary for 
validation, non-
receipt can result in 
inconvenience for 
customer

Train employees to handle 
e-receipt exceptions with 
caution, avoiding theft 
accusations.

Other 
system 
failures

Customer or store 
employee cannot 
complete transaction

Train and authorize employees 
to provide customers with 
compensation for system failure 
so that they do not see it as a 
reason to avoid mobile POS. 

100%

Employee Risk

Risk 
Component

Description of Risk Risk 
Importance 
(a)

Risk 
Evaluation 
(b)

Weighted 
Risk Score 
(a) x (b)

Possible actions to be taken to 
manage risk

Fear of 
layoffs

Fear that technology 
will replace human 
labor

Reassure employees that any 
labor savings will be used 
to repurpose employees for 
other store operat8ions and for 
enhancing customer service.   

Inability 
to master 
technology/
resistance to 
change

Re-engineering job 
descriptions and 
task processes may 
be unpopular

Design and provide adequate 
training for store employees 
that directly and indirectly 
service and support mobile POS 
channels.  
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Risk 
Component

Description of Risk Risk 
Importance 
(a)

Risk 
Evaluation 
(b)

Weighted 
Risk Score 
(a) x (b)

Possible actions to be taken to 
manage risk

Impatience 
with 
customers

Customers learning 
new shopping 
processes need to 
be handled with 
patience

Employee protocols that 
stress the need to educate 
customers how to use the new 
checkout processes, as well 
as help enhance the shopping 
experience.

Opportunity 
for 
employee-
aided loss

Shoplifters may 
be able to learn 
about checks and 
balances designed 
for mobile POS from 
employees

Design and implement checks 
and balances for employees 
servicing and supporting mobile 
POS. 

Apathy 
toward 
increased 
shrink

With increased 
customer autonomy, 
employees may not 
feel responsible for 
transactions and 
related loss 

Motivate employees with 
incentives and other means 
to monitor mobile shopping 
channels. 

100%

Retailer/Store Risk

Risk 
Component

Description of Risk Risk 
Importance 
(a)

Risk 
Evaluation 
(b)

Weighted 
Risk Score 
(a) x (b)

Possible actions to be taken to 
manage risk

Large 
footprint 
stores with 
invisible 
spots

Video and human 
surveillance is 
limited

Dummy cameras and motion 
activated devices that blink 
or beep could increase the 
perception of monitoring.

Multiple 
exit points

Validation is difficult 
because it is not 
possible to funnel 
customers

Corralling customers or 
separating them by their 
checkout channel at the point of 
checkout before they approach 
an exit may facilitate validation.

Negative 
impact on 
aesthetics

Physical store design 
that facilitates 
validation may 
detract from store 
aesthetics

Funnel customers to separate 
checkout lanes without physical 
barriers, so that there is a more 
open feel to the checkout area.
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Risk 
Component

Description of Risk Risk 
Importance 
(a)

Risk 
Evaluation 
(b)

Weighted 
Risk Score 
(a) x (b)

Possible actions to be taken to 
manage risk

Reduced 
opportunity 
to upsell 
and cross-
sell

With increased 
customer autonomy 
there are fewer 
touch points with 
customers

Engage with customers 
through their mobile phone by 
providing product information, 
product reviews, and product 
recommendations based on 
their scans.

Erroneous 
customer 
accusation

Technological 
failure can result 
in customers being 
erroneously accused 
of theft  

Design protocols for exit 
inspections and how employees 
handle exceptions when items 
in a basket do not match a 
receipt or when no receipt is 
available.

Increased 
technology, 
equipment, 
and other 
costs

The hardware 
and systems to 
implement mobile 
POS can be 
expensive

Look for opportunities to offset 
costs by reduced labor costs at 
checkout, reduced expenditure 
on cash registers, and increased 
revenues from increased 
customer satisfaction.

Bagging The process for 
bagging items 
should not detract 
from customer 
convenience

Bagging stations on the store 
floor and bags in shopping carts. 
Reusable bags.

Warranty The process for 
product registration 
should not detract 
from customer 
convenience

Electronic kiosks or a manned 
warranty station near the exit.

Staffing for 
assisted 
mobile 
checkout

Employees need to 
be readily available 
to provide assisted 
mobile checkout

Staff optimization software 
ensuring sufficient store 
employees based on store traffic 
patterns. Stationing of store 
employees on the sales floor  
in zones.

100%
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Product Risk

Risk 
Component

Description of Risk Risk 
Importance 
(a)

Risk 
Evaluation 
(b)

Weighted 
Risk Score 
(a) x (b)

Possible actions to be taken to 
manage risk

Bulk, 
produce, 
and loose 
items

Products that do not 
have a barcode need 
to be scanned

Weighing stations that can print 
barcodes for bulk, and barcodes 
can be posted on the shelf for 
loose items.

Age 
restricted, 
identity 
required, 
and 
prescription

Products that 
need employee 
intervention need to 
have an exception 
process

Employee-staffed stations 
for verification.

100%

Customer Risk

Risk 
Component

Description of Risk Risk 
Importance 
(a)

Risk 
Evaluation 
(b)

Weighted 
Risk Score 
(a) x (b)

Possible actions to be taken to 
manage risk

Tolerance for 
validation

Tolerance for 
perceived unfairness 
of the process

Presenting the exit inspections 
not as a mandatory audit but 
as a process to assist customers 
with their transaction conducted 
by well-trained employees. 
A term like “customer service 
check” may be more effective to 
manage perceptions of 
the inspection.   

Tolerance for 
process changes 
from the status quo

Explaining that customers at 
all stores that use mobile POS 
were likely to be subject to 
similar checks. Also framing the 
inspection as a means to help 
customers who were using 
new technology. 

Tolerance for 
inconvenience 
because of delays 
and the extra 
effort to present 
information to the 
store employee

Keeping conversation to a 
minimum, and designing 
protocols for targeted test 
checking of baskets. Identifying 
known to be trustworthy 
customers and exempting them 
from inspections.
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Risk 
Component

Description of Risk Risk 
Importance 
(a)

Risk 
Evaluation 
(b)

Weighted 
Risk Score 
(a) x (b)

Possible actions to be taken to 
manage risk

Tolerance for the 
display of mistrust 
by the retailer

Disguising the audit focus of 
the inspection, and providing 
appreciations and more 
tangible rewards for loyal 
customers as well as those 
who could potentially become 
regular customers. Identifying 
customers know to be 
trustworthy and exempting them 
from inspections.

Tolerance for privacy 
intrusion

Training employees not to 
comment on the purchases, but 
to converse on other topics.

Privacy 
concerns

Concern about the 
mere collection of 
private data

Offering customers the option 
to opt out of the collection 
of their private information, 
with a statement of tangible 
benefits in return for allowing 
such collection (e.g., entry to 
a lottery, discounts,…). It is 
important that the customer 
has perceived control over the 
decision to op in or to opt out. A 
publicized policy that reassures 
customers that data is scrubbed 
and aggregated so that no 
individuals can be identified.

Concern about 
errors and 
inaccurate data 
about the customer

Providing loyalty customers 
with access to their stored 
information with a quick and 
easy process to correct errors 
and omissions.  

Concern about 
unauthorized 
(improper) access to 
private data

A default that the information 
will be collected, but an explicit 
option for customers to opt out 
if they so choose to do so.

Concern about 
unauthorized 
secondary use

An assurance that the data will 
not be used for other purposes 
without explicit permission from 
the customer.

100%
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W e  c o n d u c t e d  a  s e r i e s  o f  s t u d i e s  t o  b e t t e r 

u n d e r s t a n d  ‘ m o b i l e  p o i n t - o f - s a l e  a n d  l o s s 

p r e v e n t i o n ’ .  W e  i d e n t i f i e d  s e v e r a l  c h a l l e n g e s 

t h a t  r e t a i l e r s  w i l l  f a c e  w h e n  c o n s i d e r i n g 

u b i q u i t o u s  t r a n s a c t i o n s  u s i n g  m o b i l e 

t e c h n o l o g i e s  i n  t h e  s t o r e ,  b u t  w e  a l s o  b e l i e v e 

t h a t  s e v e r a l  o f  t h e  p i t f a l l s  c a n  b e  c i r c u m v e n t e d 

a n d  t h e  c h a l l e n g e s  o v e r c o m e .  

Understanding the potential risks due to a still emerging technological 
innovation, such as mobile POS, that involves internal and external 
constituents, people, processes and still nascent technologies, 
requires a triangulation of available data sources. Our research 
took a multi-method approach to developing a risk framework, 
using qualitative interviews and focus groups, surveys that provide 
quantitative data, and action research that grounds the information 
that may be obtained from other sources.

The risk framework reports on risks from five different perspectives:  
a customer perspective that includes shoplifters in addition to others, 
a technology perspective, a retailer/store perspective, an employee 
perspective, and a product perspective. Although each of these 
perspectives cannot be viewed totally in isolation, this organizing 
framework helps to identify and to understand issues relevant to 
the several aspects of risk that may arise in store environment with 
mobile POS.

It is important to qualify the research findings and issues raised by 
noting that these are not specific to a single type of retailer. From an 
industry perspective, with retailers with very different store formats, 
geographical spreads, product assortments, employee training, 
corporate cultures and customer bases, these general findings need 
to be interpreted and applied to the specific context of each retailer.

“Our 

research 

took a 

multi-

method 

approach 

to 

developing 

a risk 

framework.”

C o n c l u s i o n 
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With the increased autonomy that a customer experiences with 
mobile transactions, some of the built-in checks and balances that 
help mitigate risks are removed. In the past, most transactions were 
store employee assisted and three components were conducted at 
a single location—i.e., scanning, payment, and validation. Mobile 
checkout processes that change one or more of the co-location, 
timing, sequence, and performing agent of the three checkout 
components challenge the retailer to redesign processes to build in 
new checks and balances. In doing so, there are three major issues 
that emerge from a customer perspective: 

(1) One size does not fit all: customers who adopt mobile POS 
technology are likely to be segmented by age, gender, and income; 

(2) Privacy concerns are an inhibitor to adoption; and  

(3) Tolerance for validation in the form of exit inspections have to be 
carefully managed. 

We cataloged some possible solutions that could be used to deal 
with privacy and tolerance issues. We also identified risks from 
other perspectives and present solutions that will allow retailers to 
mitigate that risk. The framework, findings, and proposed solutions 
should serve as a launching pad for retailers to investigate their own 
unique situations and to achieve success with mobility initiatives. 
This new world of mobile POS that enables ubiquitous transactions 
in the store has many potential pitfalls and presents many challenges 
for retailers, but we believe that the pitfalls can be circumvented 
and the challenges overcome.

Mobile Point-of-Sale 
and Loss Prevention: 
An Assessment of Risk 
Conclusion
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App   e n d i x  1

Research Method 
Mixed methods research is suited to develop rich insights of an 
underlying phenomenon. We investigated mobile point-of-sale and 
loss prevention by employing four methods, namely (1) literature 
review, (2) customer study, (3) expert study (technology/ loss 
prevention / mobile/ retail  experts), and (4) shoplifter study.

Mixed Methods Research and Associated Benefits
We applied a mixed methods research approach for our risk 
assessment for mobile point-of-sale. Mixed methods research 
combines quantitative (e.g., customer surveys), qualitative (e.g., 
focus group discussions), and action research (e.g., going through 
mobile checkout processes as customers) methods. The main goal 
of mixed methods research is developing rich insights that cannot 
be fully understood using only quantitative or a qualitative methods.

The interested reader is referred to a recent extensive treatise on 
mixed methods2. We abstract and highlight a few key benefits 
commonly associated with mixed methods research.

First, mixed methods research can provide answers to confirmatory 
and exploratory research questions simultaneously. Qualitative 
methods are typically used for exploratory research in situations 
in which little is known about a phenomenon, especially in future 
scanning studies that seek to whereas quantitative methods are 
typically applied for confirmatory studies, i.e., situations where the 
researcher already has an understanding of the research context 
but seeks to prove or to disprove beliefs as well as to quantify 
parameters. Mixed methods research, by combining both qualitative 
and quantitative methods, has the ability to address both exploratory 
and confirmatory questions within the same research inquiry. 

2See Venkatesh, V., Brown, S. A., & Bala, H. (2013). Bridging the qualitative-quantitative divide: 
Guidelines for conducting mixed methods research in information systems. MIS Quarterly, 
37(1), 21-54.
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Second, by combining inferences from both qualitative and quantitative 
investigations, mixed methods research can leverage the complementary 
strengths of qualitative and quantitative methods and provide insights on 
a phenomenon that each of these methods separately cannot provide. 
For example, interviews and focus group discussions, both qualitative 
data collection methods, provide in depth data allowing researchers 
to gain deep insights from rich narratives and comments provided by 
focus group participants. Survey research (e.g., consumer surveys), a 
quantitative data collection method, can bring breadth to a study and 
helps researchers gather data about a phenomenon from a large variety 
of participants. Together, these two data collection methods are helpful 
for making better and more accurate inferences—i.e., meta-inferences. 
Meta-inferences are an integrative view of findings from qualitative and 
quantitative elements of mixed methods research.

Finally, mixed methods research provides an opportunity for 
obtaining divergent and/or complementary views. While conducting 
mixed methods research, a researcher may find different (e.g., 
contradictory and complementary) conclusions from the quantitative 
and qualitative studies. Such divergent findings help re-examining 
the conceptual framework and the assumptions underlying each of 
the two strands of mixed methods research. 

Due to this, we felt that a mixed methods approach was particularly 
suited for achieving a holistic understanding of mobile point-of-sale 
and loss prevention for which we found documented knowledge 
was fragmented, inconclusive, and equivocal.

Our Research Approach

Given the strengths of mixed methods research, we initiated the mobile 
point-of-sale and loss prevention study by systematically planning a 
course of action consisting of four core areas, namely (1) literature 
review, (2) customer study, (3) expert study (loss prevention / mobile 
experts), and (4) shoplifter study. We conducted the literature review in 
order to understand what prior research and practitioner-based reports 
have discovered regarding mobile technologies and loss prevention. 
The customer study was conducted to understand customers’ 
reactions toward mobile technologies in retail environments. We 
conducted the expert study in order to better understand issues related 
to shrink in mobile POS scenarios and possible strategies towards 
reducing shrink. We conducted the shoplifter study to learn about 
how technologies could influence motivations to shoplift in stores. By 
using a sequential mixed methods approach, we felt we would gain 
a rich but also holistic understanding of the risk assessment of mobile 
POS and loss prevention. Exhibit 19 illustrates our research approach 
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including the four core research areas we investigated. Each core area 
is explained in more detail below. 

Risk Assessment of 
Mobile POS and LP

Literature review Customer surveys

Shoplifters
Expert study 

(loss prevention / 
mobile experts)

Academic 
literature

Trade 
press

NASP 
survey

LPRC and 
NASP focus 

groups

Store 
intercepts

Online 
survey

Tech. 
experts

Service 
providers / 

retailers

Retail, LP

Customer 
focus 

groups

Exhibit 19 Research Method 

Literature Review 

We initially screened the existing academic and trade press literature 
to better understand the state-of-the-art of research in the field. Our 
main goal was to establish a broad portrait of the existing literature 
on mobile point-of-sale and loss prevention in a retail context. We 
felt that having an overview of what previous studies have found in 
these areas would provide us with necessary background as well as 
inform our research strategy. In order to identify relevant literature, 
the steps we followed as part of our literature review were:

>> Identifying, reviewing and analyzing the existing literature on 
mobile technologies from a store/retailer perspective, employee 
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perspective, product perspective, customer perspective, and 
technology perspective; 

>> Identifying, reviewing and analyzing the existing literature on 
loss prevention from a store/retailer perspective, employee 
perspective, product perspective, customer perspective, and 
technology perspective.

>> Because we felt that research in these areas has been published 
across various research disciplines (e.g., supply chain management, 
IT/IS, marketing), we anticipated that relevant articles would be 
published across various journals. In order to cover a broad range 
of journals and practitioner outlets, we searched the bibliographic 
databases shown in Exhibit 20. 

Online Database Subject focus

ABI/Inform Database Business and management

Business Source Premier Marketing, business, economics, 
management

Google Scholar Web search engine for scholarly 
literature across an array of disciplines

IEEE Xplore Engineering and computer science

Inderscience Publishers Electronic commerce, management, 
information systems

Proquest Arts, business, science, law, psychology, 
social science

Science Direct Computer science, economics, business 
and management, social sciences

Exhibit 20  Online Databases for the Literature Search

We conducted a keyword search on these databases in order to identify 
relevant literature. The search strategy included various keywords, such 
as mobile technology, mobile payments, mobile scanning technology, 
retail technology, validation process and loss prevention. Next, we 
carefully studied and analyzed the identified articles.  

In summary, we found a considerable amount of academic research 
on mobile and alternative self-service retail technologies (e.g., 
Internet shopping applications). We also found that academic 
research typically studied self-service shopping technologies and it 
seemed that existing research has prioritized alternative topics, such 
as consumers’ trust, privacy and usability perceptions in the context 
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of mobile technologies in retail environments. We found several 
practitioner-based articles reporting that retailers and application 
providers have started exploring mobile technologies. Although there 
was a significant amount of practitioner-based literature that pointed 
out the increasing infusion of mobile technologies into retailers’ in-
store operation, we were unable to identify any specific articles that 
reported strategies to prevent loss in a mobile POS context. 

In order to develop a holistic understanding of the risk assessment 
of mobile POS and loss prevention, we applied a sequential mixed 
methods design to study mobile POS and loss prevention through the 
lens of three groups of people, namely customers, loss prevention and 
technology experts, and shoplifters. Herein, we follow one method 
(e.g., focus groups) by another (e.g., survey) and use the findings from 
the first method to guide the investigation in the second method. 

Customer Study
For our customer survey, we collected data in three separate stages: (1) 
store intercept surveys, (2) focus group discussions, and (3) customer 
survey. The first two stages were exploratory in nature and we aimed 
to gain a deep understanding of customers’ perceptions towards 
mobile technologies in retail environments. The customer survey 
was designed to capture data from a large variety of participants and 
to confirm the findings obtained during the first two stages. 

Store Intercept Surveys

We conducted store intercepts at three retailers in northwest Arkansas 
(a home improvement retailer, a general merchandise retailer, and a 
department store). Customers, who had completed their shopping, 
voluntarily completed a 10-minute survey (see Appendix) that 
captured their attitude toward and opinions on mobile POS scenarios. 
There were 27 configurations of scanning and payment scenarios, 
and each customer saw a description with visuals of one of these 
configurations. There were about 200 participants in this survey.    

Focus Group Discussions 

We conducted two focus group sessions of 60-90 minutes to better 
understand customers’ perceptions towards mobile technologies in 
a retail context. The literature review and store intercept surveys 
provided us with initial information on the drivers and inhibitors 
of mobile technologies in retail stores from a customer perspective 
that we then further explored in two focus groups consisting of 32 
customers and 21 customers respectively.
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Data collection was carried out through semi-structured focus 
group discussions including open-ended questions. Each focus 
group discussion lasted approximately 60-90 minutes and was 
moderated by one of the researchers. The interview recordings were 
transcribed after the focus group discussions. To analyze the data, 
coding procedures were applied with a goal to identify similarities 
or differences between the responses of the participants. 

Online Survey

We developed a scenario-based study in which consumers were 
presented with 27 mobile shopping scenarios (see Appendix 2 for a 
more detailed description) and asked how they would respond. We 
drew the sample from the target population of a general consumer 
pool that was developed to represent the US population. All data 
were collected using an electronic survey that was administered by 
a professional third-party organization.

The survey provided contextual information on what mobile 
shopping scenarios could look like and to assure that all respondents 
answered the questions with a common understanding of the core 
issue. To infuse vividness, we included images that further illustrated 
the processes described in a given scenario. 

Most questions were adapted from prior studies and contextualized 
for the mobile shopping environment. We also circulated preliminary 
versions of the survey to RILA members and received feedback on 
our questions. In addition, members suggested questions to include 
in the survey instrument. All questions were measured using a 
seven-point scale that referred to: (1) strongly disagree, (2) disagree, 
(3) somewhat disagree, (4) neither agree nor disagree, (5) somewhat 
agree, (6) agree and (7) strongly agree. We also captured appropriate 
demographic variables including gender, age, income and job. 

We also gathered customer perceptions toward exit inspections that 
could take place in retail stores. In this survey, respondents were asked 
to imagine either using their mobile phones or store devices to scan 
products on a shopping trip. Then, once they are about to checkout, 
they could either pay using their smartphone or find a store employee 
who could obtain payment from them anywhere in the store. Next, we 
informed the respondents that retail stores face the risk of customers 
either intentionally or unintentionally taking products out of the store 
for which they have not paid. To ensure that such mistakes would not 
happen and to minimize loss, stores would consider five different 
methods of auditing customers, namely corralling, audit based on 
data capture and analytics, 100% audit, employee engagement and 
monitoring, and employee assistance on completion of transaction. 

Mobile Point-of-Sale 
and Loss Prevention: 
An Assessment of Risk 
Appendix 1



   64

Next, we asked the respondents a series of questions related to these 
scenarios. These questions aimed to understand the effectiveness and 
customer reactions toward these auditing methods. Another focus 
of our survey was to find out about customers’ privacy concerns 
regarding each validation approach. 

In the two surveys (scenario survey and mobile validation survey), 
we collected a total of 1,190 responses. Exhibit 21 includes 
information on the respondent demographics. 

Scenario 
survey

Mobile 
validation 
survey

Demographic Category n = 1090 n = 100

Gender Men 501 45

Women 589 55

Age groups Under 20 44 5

20-29 684 64

30-39 215 23

40-49 67 5

50-59 54 2

60 or older 26 1

Income 
(Annual, in 
USD)

0-10,000 122 17

10,000-19,000 114 16

20,000-29,000 128 11

30,000-39,000 117 8

40,000-49,000 116 6

50,000-74,000 209 22

75,000-99,000 123 9

100,000-150,000 107 9

Over 150,000 54 2

Job ICT 118 11

Banking and Finance 44 3

Insurance, Real Estate, Legal 17 1

Government and Military 28 3

Mobile Point-of-Sale 
and Loss Prevention: 
An Assessment of Risk 
Appendix 1



   65

Construction, Engineering 30 4

Retail and Wholesale 17 2

Education 137 11

Marketing and Advertising 36 3

Student 303 35

Other 360 27

Exhibit 21  Respondent Demographics

Shoplifter Survey
We report the results of a survey of shoplifters who had been 
detected and who were enrolled in an online course on shoplifting 
conducted by the National Association for Shoplifting Prevention. 
The survey included questions on shopping in a mobile POS enabled 
store, which were designed to get at how shoplifters might view this 
as an opportunity relative to a traditional store.

Expert Study
Retail loss prevention experts participated in two focus groups. The 
first focus group probed for mobile POS scenarios that had emerged 
or which might emerge in the near future. The second focus group 
investigated loss prevention risks that would be a result of this store 
innovation, and also elicited opinions on possible preventative 
measures that could ameliorate these risks.

We conducted several in-person and/or phone interviews as follows:

>> 19 loss prevention experts from 16 retail firms (30 minutes each)

>> 8 experts from 3 consulting companies experienced with retail 
and/or payment (1-2 hours each)

>> 7 experts from 2 EAS device providers (3-4 hours each)

>> 10 experts from 6 POS/scanning device manufacturers 
(1-2 hours each)

>> 6 experts from 3 other technology device/software providers 
(30 minutes-1 hour each)

We attended three retail industry conferences, two of which also 
included technology exhibits by providers.

We were also given in-depth explanations as we inspected onsite 
displays of equipment and technology at several of the providers as 
well as at the Metro future store in Dusseldorf, Germany.
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Mobile Assisted Scanning and Mobile Self-
service Payment (NFC)
Thank you for agreeing to participate in our Mobile Shopping study. 
This is what mobile shopping means. Imagine that on your visit to 
the store you select all the items you would like to purchase. You 
take your shopping cart to an employee who scans all items you 
put into your shopping cart. The picture (right) illustrates the mobile 
scanning process.

Once you have completed shopping, you take your shopping cart to 
the checkout area. The checkout area is equipped with mobile payment 
terminals that can access the information stored on the employee’s 
mobile scanning device. To check out, you swipe your mobile phone 
over the terminal and authorize the payment on your mobile phone. 
The picture (right) illustrates the mobile payment process. 

Mobile Assisted Scanning and Fixed Self-
service Payment
Thank you for agreeing to participate in our Mobile Shopping study. 
This is what mobile shopping means. Imagine that on your visit to 
the store you select all the items you would like to purchase. You 
take your shopping cart to an employee who scans all items you 
put into your shopping cart. The picture (right) illustrates the mobile 
scanning process.

Once you have completed shopping, you take your shopping cart to 
the checkout area. The checkout area is equipped with self-service 
terminals that are capable of accessing the information stored on the 
employee’s mobile scanning device. You will then use your credit/
card or cash to complete the shopping experience. The picture 
(right) illustrates the payment process.
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Mobile Assisted Scanning and Mobile 
Assisted Payment
Thank you for agreeing to participate in our Mobile Shopping study. 
This is what mobile shopping means. Imagine that on your visit to 
the store you select all the items you would like to purchase. You 
take your shopping cart to an employee who scans all items you 
put into your shopping cart. The picture (right) illustrates the mobile 
scanning process.

Once you have completed shopping, you take your shopping cart 
to any sales representative in the store. The sales representative is 
equipped with a mobile payment terminal that is capable of accessing 
the information stored on the employee’s mobile scanning device. 
The sales person swipes your credit card over the mobile payment 
terminal and asks you to authorize the payment. The picture (right) 
illustrates the payment process.

Mobile Assisted Scanning and Fixed 
Automated Payment 
Thank you for agreeing to participate in our Mobile Shopping study. 
This is what mobile shopping means. Imagine that on your visit to 
the store you select all the items you would like to purchase. You 
take your shopping cart to an employee who scans all items you 
put into your shopping cart. The picture (right) illustrates the mobile 
scanning process.

Once you have completed shopping, you take your shopping cart 
to the checkout area. The checkout area includes smartgates that 
are capable of accessing the information stored on the employee’s 
mobile scanning device. If you are a registered customer with the 
store, your credit card will be automatically billed. Below is a 
picture illustrating what a smartgate looks like.
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Mobile Assisted Scanning and Fixed 
Assisted Payment
Thank you for agreeing to participate in our Mobile Shopping study. 
This is what mobile shopping means. Imagine that on your visit to the 
store you select all the items you would like to purchase. You take your 
shopping cart to an employee who scans all items you put into your 
shopping cart. The picture (right) illustrates the mobile scanning process.

Once you have completed shopping, you take your shopping cart 
to the checkout area. The checkout area has assisted checkouts 
including cashiers who will help you checking out your products. 
The assisted checkout process involves a scanner that is capable 
of accessing the information stored on the employee’s mobile 
scanning device. Next, the cashier assists you with your payment 
and asks you if you would like to pay cash, debit or via credit card. 
The picture (right) illustrates the process.

Mobile Automated Scanning and Mobile 
Self-service Payment (NFC) 
Thank you for agreeing to participate in our Mobile Shopping study. This 
is what mobile shopping means. Imagine that on your visit to the store, 
you have a smart shopping cart equipped with a screen that displays the 
products you have put into your shopping cart. The system also displays 
the total amount (in dollars) that you have in your smart cart and provides 
some basic product information. The pictures (right) illustrate smart carts.

Once you have completed shopping, you take your smart cart to the 
checkout area. The checkout area is equipped with mobile payment 
terminals that are capable of accessing the information stored on 
your smart cart. To check out, you swipe your mobile phone over 
the terminal and authorize the payment on your mobile phone. The 
picture (right) illustrates the mobile payment process.
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Mobile Automated Scanning and Fixed 
Self-service Payment
Thank you for agreeing to participate in our Mobile Shopping study. 
This is what mobile shopping means. Imagine that on your visit to 
the store, you have a smart shopping cart equipped with a screen 
that displays the products you have put into your shopping cart. The 
system also displays the total amount (in dollars) that you have in 
your smart cart and provides some basic product information. The 
pictures (right) illustrate smart carts.

Once you have completed shopping, you take your smart cart to the 
checkout area. The checkout area is equipped with self-service terminals 
that are capable of accessing the information stored on your smart cart. 
You will then use your credit/card or cash to complete the shopping 
experience. The picture (right) illustrates the payment process.

Mobile Automated Scanning and Mobile 
Assisted Payment 
Thank you for agreeing to participate in our Mobile Shopping study. 
This is what mobile shopping means. Imagine that on your visit to 
the store, you have a smart shopping cart equipped with a screen 
that displays the products you have put into your shopping cart. The 
system also displays the total amount (in dollars) that you have in 
your smart cart and provides some basic product information. The 
pictures (right) illustrate smart carts.

Once you have completed shopping, you take your smart cart to any 
sales representative in the store. The sales representative is equipped 
with a mobile payment terminal that is capable of accessing the 
information stored on your smart cart. The sales person swipes your 
credit card over the mobile payment terminal and asks you to authorize 
the payment. The picture (right) illustrates the payment process.
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Mobile Automated Scanning and Fixed 
Automated Payment 
Thank you for agreeing to participate in our Mobile Shopping study. 
This is what mobile shopping means. Imagine that on your visit to 
the store, you have a smart shopping cart equipped with a screen 
that displays the products you have put into your shopping cart. The 
system also displays the total amount (in dollars) that you have in 
your smart cart and provides some basic product information. The 
pictures (right) illustrate smart carts. 

Once you have completed shopping, you take your smart cart to the 
checkout area. The checkout area includes smartgates that are capable 
of accessing the information stored on the smart cart. If you are a 
registered customer with the store, your credit card will be automatically 
billed. Below is a picture illustrating what a smartgate looks like. 

Mobile Automated Scanning and Fixed 
Assisted Payment 	
Thank you for agreeing to participate in our Mobile Shopping study. This 
is what mobile shopping means. Imagine that on your visit to the store, 
you have a smart shopping cart equipped with a screen that displays the 
products you have put into your shopping cart. The system also displays 
the total amount (in dollars) that you have in your smart cart and provides 
some basic product information. The pictures (right) illustrate smart carts. 

Once you have completed shopping, you take your shopping cart to 
the checkout area. The checkout area has assisted checkouts including 
cashiers who will help you checking out your products. The assisted 
checkout has a smart cart reader that allows the cashier to instantly 
identify all products you have put into your smart cart. Next, the cashier 
assists you with your payment and asks you if you would like to pay 
cash, debit or via credit card. The picture (right) illustrates the process. 
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Mobile Self-service Scanning (store device) 
and Mobile Self-service Payment (NFC) 
Thank you for agreeing to participate in our Mobile Shopping 
study. This is what mobile shopping means. Imagine that on your 
visit to the store you select the products and scan them using a 
mobile scanning device. Once you have completed shopping, you 
take your shopping cart to the checkout area that is equipped with 
mobile payment terminals. To complete the checkout, you swipe 
your mobile phone over the terminal and authorize the payment on 
your mobile phone. The pictures (right) illustrate the process.

Mobile Self-service Scanning (store device) 
and Fixed Self-service Payment 
Thank you for agreeing to participate in our Mobile Shopping study. 
This is what mobile shopping means. Imagine that on your visit to 
the store you select the products and scan them using a mobile 
scanning device. Once you have completed shopping, you take 
your shopping cart to the checkout area that is equipped with self-
service payment terminals that can read the information stored on 
your mobile scanning device. You will then use your credit/card 
or cash to complete the shopping experience. The pictures (right) 
illustrate the payment process. 
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Mobile Self-service Scanning (store device) 
and Mobile Assisted Payment
Thank you for agreeing to participate in our Mobile Shopping 
study. This is what mobile shopping means. Imagine that on your 
visit to the store you select the products and scan them using a 
mobile scanning device. Once you have completed shopping, you 
take your mobile scanning device to any sales representative in the 
store. The sales representative is equipped with a mobile payment 
terminal that is capable of accessing the information stored on your 
mobile scanning device. The sales person swipes your credit card 
over the mobile payment terminal and asks you to authorize the 
payment. The pictures (right) illustrate the payment process.

Mobile Self-service Scanning (store device) 
and Fixed Automated Payment
Thank you for agreeing to participate in our Mobile Shopping study. 
This is what mobile shopping means. Imagine that on your visit to 
the store you select the products and scan them using a mobile 
scanning device. The picture (right) illustrates the process.

Once you have completed shopping, you take your shopping cart to 
the checkout area. The checkout area includes smartgates that are 
capable of accessing the information stored on the mobile scanning 
device. If you are a registered customer with the store, your credit 
card will be automatically billed. Below is a picture illustrating what 
a smartgate looks like. 
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Mobile Self-service Scanning (store device) 
and Fixed Assisted Payment	
Thank you for agreeing to participate in our Mobile Shopping study. 
This is what mobile shopping means. Imagine that on your visit to 
the store you select the products and scan them using a mobile 
scanning device. The picture (right) illustrates the process.

Once you have completed shopping, you take your shopping cart 
to the checkout area. The checkout area has assisted checkouts 
including cashiers who will help you checking out your products. 
The assisted checkout has a scanner that allows the cashier to 
instantly identify all products you have scanned using your mobile 
scanning device. Next, the cashier assists you with your payment 
and asks you if you would like to pay cash, debit or via credit card. 
The picture (right) illustrates the process. 

Mobile Self-service Scanning (mobile phone) 
and Mobile Self-service Payment (NFC) 
Thank you for agreeing to participate in our Mobile Shopping study. 
This is what mobile shopping means. Imagine that on your visit to the 
store you use your mobile phone to scan all the products you would 
like to purchase. Your mobile phone shows the total for all products 
you put into your shopping cart. Once you have completed shopping, 
you take your shopping cart to the checkout area that is equipped 
with mobile payment terminals. To complete the checkout, you swipe 
your mobile phone over the terminal and authorize the payment on 
your mobile phone. The pictures (right) illustrate the process.
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Mobile Self-service Scanning (mobile phone) 
and Fixed Self-service Payment 
Thank you for agreeing to participate in our Mobile Shopping study. 
This is what mobile shopping means. Imagine that on your visit 
to the store you use your mobile phone to scan all the products 
you would like to purchase. Your mobile phone shows the total 
for all products you put into your shopping cart. Once you have 
completed shopping, you take your shopping cart to the checkout 
area. The checkout area is equipped with self-service terminals that 
are capable of accessing the information stored on your mobile 
phone. You will then use your credit/card or cash to complete the 
shopping experience. The pictures (right) illustrate the process.

Mobile Self-service Scanning (mobile phone) 
and Mobile Assisted Payment
Thank you for agreeing to participate in our Mobile Shopping study. 
This is what mobile shopping means. Imagine that on your visit to 
the store you use your mobile phone to scan all the products you 
would like to purchase. Your mobile phone shows the total for all 
products you put into your shopping cart. Once you have completed 
shopping, you take your mobile phone to any sales representative 
in the store. The sales representative is equipped with a mobile 
payment terminal that is capable of accessing the information 
stored on your mobile phone. The sales person swipes your credit 
card over the mobile payment terminal and asks you to authorize 
the payment. The pictures (right) illustrate the process.
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Mobile Self-service Scanning (mobile phone) 
and Fixed Automated Payment
Thank you for agreeing to participate in our Mobile Shopping study. 
This is what mobile shopping means. Imagine that on your visit to 
the store you use your mobile phone to scan all the products you 
would like to purchase. Your mobile phone shows the total for all 
products you put into your shopping cart. Once you have completed 
shopping, you take your shopping cart to the checkout area. The 
checkout area includes smartgates that are capable of accessing the 
information stored on your mobile phone. If you are a registered 
customer with the store, your credit card will be automatically 
billed. Below is a picture illustrating what a smartgate looks like. 

Mobile Self-service Scanning (mobile phone) 
and Fixed Assisted Payment 
Thank you for agreeing to participate in our Mobile Shopping study. 
This is what mobile shopping means. Imagine that on your visit to 
the store you use your mobile phone to scan all the products you 
would like to purchase. Your mobile phone shows the total for all 
products you put into your shopping cart. Once you have completed 
shopping, you take your shopping cart to the checkout area. The 
checkout area has assisted checkouts including cashiers who will 
help you checking out your products. The assisted checkout has a 
scanner that allows the cashier to instantly identify all products you 
have scanned using your mobile phone. Next, the cashier assists 
you with your payment and asks you if you would like to pay cash, 
debit or via credit card. The pictures (right) illustrate the process. 
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Mobile Self-service Scanning (mobile phone) 
and Mobile Self-service Payment (mobile phone)
Thank you for agreeing to participate in our Mobile Shopping study. 
This is what mobile shopping means. Imagine that on your visit to 
the store you use your mobile phone to scan all the products you 
would like to purchase. Your mobile phone shows the total for all 
products you put into your shopping cart. Once you have completed 
shopping, you can also pay on your phone either through a stored 
credit card or through a third party payment service. You will receive 
an e-receipt instantaneously on your phone. The picture (right) 
illustrates the scanning and payment process. 

Fixed Assisted Scanning and Mobile 
Self-service Payment (NFC) 
Thank you for agreeing to participate in our Mobile Shopping study. 
Imagine you shop in the store as usual and you select the products 
as you normally do. Once you have completed shopping, you take 
your shopping cart to the checkout area. The checkout area has 
assisted checkouts including cashiers who will help you scanning 
your products. To complete the checkout, you swipe your mobile 
phone over a mobile payment terminal and authorize the payment 
on your mobile phone. The pictures (right) illustrate the process.
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Fixed Assisted Scanning and Fixed 
Automated Payment 
Thank you for agreeing to participate in our Mobile Shopping study. 
Imagine you shop in the store as usual and you select the products 
as you normally do. Once you have completed shopping, you take 
your shopping cart to the checkout area. The checkout area has 
assisted checkouts including cashiers who will help you scanning 
your products. To complete the checkout, you take your shopping 
cart to the checkout area that is equipped with smart readers. If you 
are a registered customer with the store, your credit card will be 
automatically billed. The pictures (right) illustrate the process.

Fixed Assisted Scanning and Fixed 
Assisted Payment	
Thank you for agreeing to participate in our Mobile Shopping study. 
Imagine you shop in the store as usual and you select the products 
as you normally do. Once you have completed shopping, you take 
your shopping cart to the checkout area. The checkout area has 
assisted checkouts including cashiers who will help you checking 
out your products. The cashier assists you with your payment and 
asks you if you would like to pay cash, debit or via credit card. The 
picture (right) illustrates the process.
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Mobile Automated Scanning and Mobile 
Self-service Payment (NFC)
Thank you for agreeing to participate in our Mobile Shopping study. 
This is what mobile shopping means. Imagine that on your visit to 
the store you select the products as you normally do. Once you have 
completed shopping, you take your shopping cart to the checkout 
area. The checkout area is equipped with self-service terminals that 
allow you to scan the items you picked. To complete the checkout, 
you swipe your mobile phone over a mobile payment terminal and 
authorize the payment on your mobile phone. The pictures (right) 
illustrate the process.

Mobile Automated Scanning and Fixed 
Self-service Payment 
Thank you for agreeing to participate in our Mobile Shopping study. 
This is what mobile shopping means. Imagine that on your visit to 
the store you select the products as you normally do. Once you have 
completed shopping, you take your shopping cart to the checkout 
area. The checkout area is equipped with self-service terminals. In 
order to checkout, you scan your items and follow the payment 
instructions on the self-service terminal and pay for your products 
using cash or your debit/credit card. 
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Mobile Automated Scanning and Fixed 
Automated Payment 
Thank you for agreeing to participate in our Mobile Shopping study. 
This is what mobile shopping means. Imagine that on your visit to 
the store you select the products as you normally do. Once you have 
completed shopping, you take your shopping cart to the checkout 
area. The checkout area is equipped with self-service terminals. In 
order to checkout, you scan your items and take your shopping cart 
to the checkout area that is equipped with smart readers. If you 
are a registered customer with the store, your credit card will be 
automatically billed. The pictures (right) illustrate the process.
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“I think equipping most products with RFID tags that are cross 
referenced with your digital receipt on your phone would make the 
exit checks a lot quicker and less invasive to most people. I gather 
that stores think exit checks are the way to go with deterring theft, 
especially if mobile check out is introduced. However, I greatly 
value my privacy (and my time) and also find such checks very 
insulting in general. The majority of people are honest enough to 
pay for items from stores. They also don’t need their time wasted 
with checking through bags and receipts. Any establishment that 
instituted such a policy would automatically lose my business 
permanently.“ Customer (male, 20-29)

“I would be interested in anything that makes shopping more 
convenient, time-efficient, or cheaper (easier to use coupons). If the 
total time of checking myself out with a smartphone plus being 
checked at the exit of the store took less time than a traditional 
checkout line (or especially, if it were cheaper), I would not mind. 
I also approve of introducing this as an option, while allowing 
people to choose which way they would prefer to check out. I 
would be concerned with people using my account info, but not if 
fraud could easily be detected by location, or if receipts were sent 
to my email automatically (I would be likely to notice any unusual 
activity myself).“ Customer (female, 20-29) 

“When I’ve been in stores using mobile checkout, the solutions used 
by employees to scan the goods and make payments are always much 
slower than a traditional checkout counter---or it feels that 
way, anyways. While I think that mobile shopping is an interesting 
concept, I have two big issues with the idea: (1) Anywhere without 
any kind of competition (you must use the store’s specific software, 
etc.), there is a very high chance of buggy/slow interface that will 
lead to frustration and most likely take longer than simply using 
a checkout stand as usual. (2) For those of us with social anxiety, 
it can be much more daunting to search and find an employee to 
correct an error/bug with the software, and then deal with the 
humiliating concept of exit checks than to simply use the checkout 
stand.“ Customer (male, 20-29) 

Customer Quotes: 
Risks Technology 
Perspective 
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“Mobile shopping is great in most regards (based both on principle 
and my experience), but there are several problems: (1) Fewer job 
opportunities. I believe in forward progress, but America needs 
to develop job security instead of outsourcing jobs overseas or 
in this case, to new technology that entirely replaces humans. 
(2) There definitely is a security problem to address. I think the 
registering idea is the best main idea to adopt, but additionally, 
having an employee monitor a set number of mobile checkouts 
(like I’ve seen in Bi-Lo, Wal-Mart, and some other stores; they have a 
centralized station that oversees four checkouts and can assist a 
customer is a problem arises) would likely deter shoplifting, as well 
as retain SOME job positions. (3) The concept of checking out on 
your smartphone, or from a similar set-up with a roaming employee 
sounds nice, but I don’t see how that could be done in a secure way 
if done by the individual, or timely if searching for the employee.“ 
Customer (male, 20-29)

“I work in retail, and my store has stopped checking carts as they 
pass through the doors. We had our inventory last month. We 
were half a million dollars short. So yes, I strongly feel that carts 
should be checked. If they’re not, the prices in the store go up as the 
store loses more money. It’s better for everyone if we take any steps 
necessary to prevent loss.”  Customer (female, 20-29) 

“I really hope this type of mobile shopping is not implemented in all 
stores as the only way of checking out. I much prefer being rung 
up at checkout by an employee of the store.” Customer (female, 20-29) 

Customer Quotes: 
Risks Employee 
Perspective 
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“I think its silly that you even have to consider that people would 
be annoyed with exit checks. If they were not verifying peoples 
purchases with the mobile check out then people might steal more 
which would cause the store to raise prices. It seems like a small 
thing to have your cart checked in order to prevent loss to the 
store.“  Customer (female, 30-39)

“I don’t mind random checks going out the door but if it happened 
every time I would DEFINITELY not use that store due to the time and 
inconvenience.“  Customer (female, 50-59)

“I would instantly stop using any store that had exit inspections 
anywhere. If mobile shopping becomes a thing, I would 100% rather 
just online shop for groceries.”  Customer (female, 20-29) 

“It is important to have a pleasant atmosphere that does not 
make customers feel uncomfortable. I would resent the implicit 
assumption that I am untrustworthy and would not shop at that 
store again.“ Customer (female, 20-29)

“Some retailers check everyone as they exit their stores. If done 
properly the exit check could add to the shopping experience if 
the store employee asks questions like ‘did you find everything?” 
Customer (male, 40-49
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“If it took me longer to get through the store using mobile 
shopping, I would be less likely to use it.“  Customer (female, 40-49)

“I think shoplifting will happen at a consistent rate, regardless of 
how much surveillance a store has (be it cameras, cart-examining on 
exit, etc). I feel like all attempts to prevent shoplifting don’t actually 
affect shoplifters, just regular shoppers. The best example of this 
is self-checkout where items are weighed. I’ve never shoplifted, but 
self-checkout systems seem to think that my items are either too 
heavy or too light, so I always end up needing a store employee to 
check me out anyways. I hate this, because self-checkout is meant to 
save time when regular checkout lines are too long!”
Customer (male, 20-29)

“I think shop lifting is so minor of an issue that it is almost a 
non-issue. Shrinkage will always happen because some people will 
always try to find a way to not pay. Most people however do not 
go shopping unless they are capable and willing to buy what they 
went shopping for. I think the notion that customers will steal 
if they think they can get away with it, is insulting. If people steal 
then it is almost always an isolated incident and in my experience 
it was almost never subtle. The thief simply grabbed what they 
wanted and left because they knew that they wouldn’t get chased 
and the police would arrive late. But if such people make up 1/10000 
customers then their impact on the bottom line negligible.”  
Customer (male, 30-39) 

“Exit inspections wouldn’t be necessary if the exits were equipped 
with the sensors alluded to at the beginning of the survey. If there 
was a ‘smart cart’ capable of cataloging their contents and coming 
up with a total value, then employee or self scanners would be 
unnecessary. All one would have to do is walk their cart through 
the sensor and the amount would be charged. It wouldn’t matter 
if someone grabbed an item without the intention of paying for it 
if the charge is automatic as soon as they step through the exit. A 
system like this would most likely require individual accounts for 
the customers and the added cost of making each item detectable 
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by the sensors, but would eliminate the possibility of shop lifting 
without intruding upon the customers’ shopping experience.”  
Customer (female, 20-29)

“I think a large amount of shoplifting involves employees. Exit 
checks are largely window dressing, and inconvenience me. I don’t 
think they prevent theft.“ Customer (female, 40-49)

“Mobile shopping should be able to track which items are in the 
cart in the same way self checkout does (using RFID or something 
similar). There’s no need to harass customers as they leave the store. 
The paranoia about shoplifting and exit checks in this survey is 
disconcerting and I would not like to shop at a store with this 
level of disrespect for the consumer. Integrating maps into mobile 
devices would make shopping in large stores faster and more 
enjoyable.” Customer (male, 30-39)
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prevent out-of-stocks and reduce theft, thus improving merchandise 
availability and the shopper’s experience. Checkpoint’s solutions are 
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Ernst & Young (“EY”)

Assurance | Tax | Transactions | Advisory 

EY is a global leader in assurance, tax, transaction and advisory services. 
Worldwide, our 167,000 people are united by our shared values and an 
unwavering commitment to quality. We make a difference by helping our 
people, our clients and our wider communities achieve their potential.
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