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Description

This Order exempts, under certain conditions, Her Mgesty in right of Canada, as represented by
federd entities engaged in national defence and security from the operation of paragraph 9(1)(c) of the
Radiocommunication Act with respect to encrypted programming signals or encrypted network feeds.
The exemption gpplies only if the Sgnds or feed are not available from alawful distributor.

The exemption order provides away to address an unanticipated and problematic application of
paragraph 9(1)(c) of the Radiocommunication Act.

In 1991, the Radiocommunication Act was amended to harmonize it with the Broadcasting Act’s
provisions concerning subscription programming — specificaly, encrypted satellite televison signas —
and to support Canadian broadcast policy.

Paragraph 9(1)(c) of the Radiocommunication Act prohibits decoding encrypted subscription
programming Signds unless in accordance with an authorization from the lawful distributor of the sgndl.
The lawful digtributor is defined under the Radiocommunication Act as a person who has the lawful
right in Canadato tranamit and authorize the decoding of an encrypted programming signal or
encrypted network feed. The Federd Court of Apped has held that this prohibition is an absolute one
which gpplies to sgnas emanating from lawful digtributors as well as Sgnds emanating from other
digtributors whether inside or outsde Canada. That ruling has some support from the Alberta Court of

Apped.

More recently, the British Columbia Court of Appeal and Ontario Court of Apped have ruled that
the prohibition only gpplies to Sgnals emanating from lawful distributors. The Supreme Court of
Canada has granted leave to appedl the decision of the British Columbia Court of Apped. The
ExpressVu v. Rex caseisto be heard by the Supreme Court of Canadain December. Under the
absolute prohibition interpretation, any decoding of an encrypted subscription programming signa done
in Canada, without authorization from alawful distributor isillega under paragraph 9(1)(c).

Federd entities such as the Communications Security Establishment (CSE) and the Canadian
Security Intdligence Service (CSIS) which have mandates in the areas of nationa defence and security
would make use of the order. For example, in meeting its mandated commitments, CSI'S provides
advance warning to government departments and agencies about activities which may reasonably be
susgpected of condtituting threats to the country’ s security.
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The requirements of the CSE illustrate an appropriate use of the exemption order. The
Communications Security Establishment is mandated to: acquire and provide foreign signas
intelligence; provide advice, guidance and servicesto help ensure the protection of Government of
Canada eectronic information and information infrastructures; and provide technica and operationa
assstance to federd law enforcement and security agencies.

Encrypted programming, for example, of foreign-based regiona news and current events provides
redl-time information and indghts thet are criticd in supporting efforts to produce foreign intelligence in
accordance with the intelligence priorities of the Government of Canada. Access to this native language
programming is criticd to the identification and understanding of regiond events and intelligence targets
aswell asthe cgpahilities, plans and actions of those targets.

Not dl encrypted programming containing information that would serve to support foreign
intelligence is provided by an authorized digtributor in Canada. Didtributors in other jurisdictions, who
have alawful right to transmit the sgnd in their country, but who do not have alawful right in Canadato
tranamit the Sgnd, may have access to programming containing information that would support foreign
intelligence gathering for the Government of Canada. Because these didtributors are not “lawful
digributors’ within the meaning of the Radiocommunication Act, the Government of Canada cannot
have access to that information.

Moreover, Canada s dlies have lawful digtributorsin their countries who can provide accessto
encrypted programming, which supports their foreign intelligence activities, that Canada cannot access.
The use of the Order-in-Council exemption power of subsection 3 (2) provides ameans to address
Canadd s lack of accessto this foreign programming, which will support Canada s foreign intelligence
activities, where thereis no “lawful digtributor” in Canada. The exemption power would not apply in
the event alawful digtributor in Canada can provide the same service. In such an event, the
Communications Security Establishment would purchase the encrypted programming from the lawful
digtributor.

The exemption gpplies when CSE decodes an encrypted subscription programming signd
transmitted by a person other than a person who isalawful distributor in Canada of the programming
sgna, wherethe signd is decoded to fulfil the mandate of CSE in respect to the acquisition and use of
information for the purpose of providing foreign intelligence in accordance with the intelligence priorities
of the Government of Canada.

The use of the Order-in-Council exemption power of subsection 3(2) of the Radiocommunication
Act provides a means to meet CSE’ s requirements. Under this power the Governor in Council may
exempt Her Mgesty in right of Canada as represented by a person or persons, from any or al of the
provisons of the Act.

This exemption order comes into force on the day on which it is registered.



Alternatives

Three dternatives were considered:  keeping the status quo, amending the Radiocommunication
Act, and making use of the Order-in-Council exemption power of section 3(2) of the
Radiocommunication Act.

Continuing with the exigting practice unduly restricts CSE from accessing information in support of
foreign intelligence activities that can be used by the government for strategic warning, policy
formulation, decision-making and day-to-day assessment of foreign capabilities and intentions.

Amending the Radiocommunication Act to address this Stuation was viewed as along-term
solution that may occur while addressing other related policy considerations under study.

Using the Order-in-Council exemption power of subsection 3(2) of the Radiocommunication Act
provides for the most timely and gppropriate response to this Situation.

Benefitsand Costs

This exemption order, which addresses an unanticipated application of the Radiocommunication
Act, provides an efficient meansto meet CSE’s requirements. The CSE will incur minor costs to
acquire equipment and subscription fees. Other federd entities, such as CSIS, could derive smilar
benefits and incur comparable costs. The exemption order serves as a measure to strengthen Canada's
ability to prevent, detect and respond to existing and emerging nationd security threets.
Consaultations

Consultations were undertaken with the officias from the CSE and CSIS and the Department of
Canadian Heritage. They recognize thet this initiative supports the Government’ s anti-terrorism plan for
protecting Canadians.

Compliance and Enfor cement

The exemption order isrequired for compliance with Canadian laws and regulations.
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