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Freedom of Speech and the Internet:

the Problem of Global Communication

A summary of the Chatham House International Law Discussion Group session on Thursday 16th March. The speaker was Eric Barendt, Professor of Media Law at University College London. The meeting was attended by lawyers, academics and  representatives of public bodies, the media and NGOs.  

EricBarendt said he would address two questions raised by  the global reach and instantaneous transmission of internet speech : how, if at all, should speech on the internet be regulated, and which legal system should regulate it, the law of the State  where the communication is put on the Net (or 'uploaded') or the law of the State where the communication is received ? If all legal systems took much the same view about appropriate controls on, say, hate speech and pornography, and their libel and privacy laws were similar, there would be few problems. But that was not the case. There are three main approaches.

In the United States the First Amendment to the Constitution guarantees freedom of speech, and  courts there have held unconstitutional bans on indecent, sexually explicit material (only very hard core pornography without serious literary, artistic or other value may be proscribed) and laws on incitement to racial hatred. Public officials and other public figures in the United States suing a newspaper for libel must prove the defendant knew the allegations were false, other claimants must normally show it was at fault. 

By way of contrast, England and other European countries have somewhat tighter controls on pornography, and laws on incitement to racial hatred exist in most countries; they are compatible with the European Convention on Human Rights (which does not provide an unqualified right to freedom of expression). Some countries proscribe Holocaust denial. Libel laws are claimant-friendly: the defendant must prove the truth of  his allegations in most cases. 

Lastly, there are other  countries, notably China, with much greater restrictions on freedom of speech, where prosecutions for sedition, and insults to the Head of State, the government or the courts are frequent. Those countries were only mentioned for the sake of completeness.

The issues of jurisdiction and applicable law have been considered  in leading cases in the US, UK, France and Australia. In La Ligue contre le racisme et antisemitisme(LICRA) v Yahoo! Inc in 2000, a court in Paris held that the display on Yahoo! Inc's auction site of Nazi artefacts, and on its general website of  passages from Mein Kampf and other Nazi publications,  infringed the French penal code. An interim order required Yahoo! to take all necessary measures to render impossible access from French territory  via Yahoo!.com  to this material.(An order to stop fr.yahoo.com , the local site, from linking to a Holocaust denial site was complied with.) The argument that the difficulty of enforcing such an order against the US defendant meant the French court was incompetent and lacked jurisdiction was rejected, and an expert report commissioned by the court confirmed that up to 90% of auction users in France could be identified, 70% from their ISP addresses and perhaps a further 20% from an honour system relying on their honestly  identifying their nationality. Accordingly the court confirmed the interim order and imposed a penalty of 100,000 francs per day if there was no adequate compliance within three months.  Yahoo! did not appeal, but the French court has not imposed any penalty nor have the complainants applied for one to be imposed. Yahoo! has voluntarily removed the memorabilia from its auction site, but has not removed the passages of text complained of from its general website. In subsequent proceedings in the US, Yahoo!'s claim that the French order should not be enforced in the US was dismissed at the beginning of this year by a Federal Court of Appeals, one of the grounds being that the time was not ripe for decision.  It appeared  unlikely that steps would be taken to enforce the French judgment  (and there is a generally recognised principle that courts do not enforce foreign penal judgments). The question whether the First Amendment gives a right to individuals and corporations in the US to communicate in foreign countries, even though that communication would infringe those countries' penal law, was left undecided.

Dow Jones v Gutnick (2002)  was the most important ruling yet on the application to the Internet of defamation law. The High Court of Australia held that the Victoria court could hear the case and apply its own state law to defamatory allegations concerning a businessman resident in Victoria, rejecting the defendant's argument that publication ocurred in New Jersey, where the allegations were made in Barron's Online. The court said the normal common law rule, that statements are published where they are read or heard, should apply. This, said the High Court, should not be unduly burdensome, as it will almost always be possible to identify the libel law to which a potential claimant may resort. (Kirby J considered these questions more fully, saying it was not for the courts to introduce new rules to govern the Internet, and rejecting the US single place of publication rule as likely to favour US media at the expense of the reputation and privacy rights.of foreign claimants.) In King v Lewis (2005) theE nglish Court of Appeal followed Dow Jones v Gutnick and  upheld a ruling that an English court had jurisdiction to hear a libel action brought by a US citizen resident in Florida in respect of allegations on a California website. If the publisher chooses the internet, he assumes the risk of libel proceedings in any jurisdiction where the message is downloaded. 

But, Barendt pointed out,  obtaining a judgment is valueless unless it can be enforced, and  sometimes a defendant will not have assets within the jurisdiction. While the Federal Court of Appeals in Yahoo! v LICRA reversed a lower court ruling that that it would infringe the First Amendment guarantee of freedom of speech to enforce the order of the French court, on the ground that it was premature to decide this point, it is likely, said Professor Barendt, that it would be upheld if it became clear that steps had been taken to enforce the French order. In Matusevitch v Telnikoff a Federal court held it would be contrary to US public policy to enforce an English libel judgment where it was clear that on the facts and US free speech principles the claimant would not have succeeded had the action been brought in the US.

How then could these difficulties be resolved ?  One way of harmonising rules is  through creating an international convention, but in view of these widely differing approaches to freedom of speech, Barendt felt  it was not clear that agreement would be attainable. The Council of Europe Cybercrime Convention of 2004 did not address civil proceedings, and, while fairly narrow in scope, would not be attractive to the US. The US had not ratified the International Convention on the Elimination of Racial Discrimination, and the UK has entered a reservation to article 4.

As for technical solutions, subscription systems and geograhical location software could reduce the kind of trespassing found in the Yahoo! Case, but were  not a complete answer.

In discussion Eric Barendt said the key question is whether the internet should be treated differently from any other medium for publishing information. As explained, the US leans toward complete freedom, or possibly global rules (an internet "law merchant") with a strong bias in that direction. He was not convinced. The internet could do great harm, and lacks the ordinary internal controls of the press and broadcasting media. It was pointed out that broadcasting was increasingly going online, where in the UK for instance it is unregulated. The internet is outside UK broadcasting legislation and the UK is resisting aspects of the EU's Without Frontiers Directive.  But,  it was said, while we had been discussing the desirability for greater regulation, we might be arguing for greater freedom on the internet if this meeting were taking place in other parts of the world  (having in mind the attitude of countries like China). Further, was it right to treat the US as the outsider, or are other countries out of step with the US, the major publisher on the internet ? The practice of the UK press was mentioned. One journal represented at the meeting regarded itself as responsible for the material it put on the Internet and accepted that it might be liable in case of retransmission. The question was raised, would  bodies like  universities, that subscribe to services on behalf of their members  be liable for retransmission of materials?  Defamatory material is removed by ISPs in the UK if they are alerted. The current Ashley Cole proceedings illustrated a further problem, where the original newspaper item did not directly identify him, but his lawyers are now targeting Google to show the conclusions drawn by the public from the article. 

In discussion of technical matters, a number of points were made. It was likely that the technology would become available to allow States like China considerable control over foreign materials on the internet. It was unclear how the law would respond. In relation to defamation, subscription services were not a complete answer; even if the circulation were originally to a small group who were not themselves likely to challenge the defamatory content, there might be subsequent wider circulation. New Jersey's attempt to require identifiability of users raised privacy issues. The US Federal Communications Commission wanted the location of users of internet telephony to be identifiable.  In Eric Barendt's view the claim to a right to speak anonymously also raised large issues. As to geographical location identification, a developing technology, it might be used post hoc to determine whether a website was publishing material responsibly, and not for instance sending defamatory material to a country where the person defamed would plainly suffer damage from its publication there.

