
1

Security One Pager  

INTERNAL PERSONNEL SECURITY

DATA ENCRYPTION

SOFTWARE

CONVENIENCE

CLOUD INFRASTRUCTURE

COMPLIANCE

• All Mursion employees are required to certify and stay up to date with our security awareness training program. 
• All security personnel are required to uphold industry certificates to ensure training is up to date.
• Software engineers are trained with a security mindset and best practices are implemented during the SDLC.
• Mursion security team works around the clock to protect your data and respond to threats.

• All data is transferred using TLS 1.2
• All data is encrypted at rest and in transport using AES 256 encryption
• Client data is logically separated from each other on AWS

• Our software is tested for security vulnerabilities by independent third-parties with every iterative 
release of our software (or at least annually).

• We proactively identify and fix issues with our rigorous quality assurance process
• .

• Our platform is set up to allow SSO integration utilizing OAUTH / SAML standards
• If opted in, all session recordings are uploaded to the secure cloud infrastructure and linked to the 

learner’s private accounts in our portal.
• Clients have the ability to decide how and what PII is utilized by Mursion.

• All data is hosted and processed in an SSAE 16 SOC2 compliant data center (AWS)
• Mursion’s SIEM system responds to infrastructure incidents 24/7 to ensure all systems are always 

secure and fully functional.

• Mursion is GDPR ready following all the latest policies and procedures.
• Mursion has completed a SOC2 type II attestation 
• Mursion is Privacy Shield Certified 


